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Abstract

This report provides a detailed state of the art of the current and near-future applications of Artificial
Intelligence (Al) in medicine, healthcare and wellbeing, particularly focused on their impact on people’s
physical and mental health, and in societal and environmental welfare, including future generations. It builds
on previous analyses, is framed in recent historical circumstances of the COVID-19 pandemic and the war in
Ukraine, and accounts for recent strategic policy priorities in related areas.

Aimed for a science for policy audience, and adopting a European perspective, the described outcomes are of
interest for researchers studying the ethical and social impact of Al in medicine, healthcare, and wellbeing, for
scientific and technological stakeholders, and for the general public.

The present analysis of the state of the art includes software, personal monitoring devices, genetic tests and
editing tools, personalized digital models, online platforms, augmented reality devices, and surgical and
companion robotics. It identifies the particularities of Al systems and applications, the opportunities and risks
associated to them, as well as their availability level. This study proposes a methodology for the assessment
of the social impact of these technologies, considering their maturity, availability, controversy, and
sustainability, together with an integrated overview.

From this review, the report identifies 100 relevant topics in the field, supported with references, and
analyses lessons learnt in the area from the mentioned historical circumstances and significant institutional
appraisals. In addition, the present study recognizes five key expanding areas with particular significance in
terms of social impact: Al tools for mental health, Al-mediated gene edition, Al tools for epidemiology and
health data monitoring, Al-mediated neuro-technologies and Al-mediated inclusion of neurodiversity, and
describes them in detail considering the proposed social assessment scales. This report also identifies novel
Al-mediated challenges and risks related to the protection against biological threats, and links them to the
concept of One Health (human, animal and environmental) and to the updated policy initiatives by the
European Union, the United Nations, and the World Health Organization. Finally, the report outlines a series of
controversial issues, namely gene edition for human augmentation and neuro-technologies for decoding of
and interacting with cognitive signals.

From our analysis, we provide some science for policy challenges, aimed to translate the scientific and
technical narrative into practical approaches for the benefit of the persons and society and towards an
effective European-centric perspective in the field.
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1 Introduction

1.1 Motivation and goals

Artificial Intelligence (Al) has become a major driving force in science and technology, with a profound overall
impact in all aspects of society, and it has become an area of strategic importance and a key driver of
economic development in the European Union (EU).

This reports is framed in the context of the HUMAINT (Human Behaviour and Machine Intelligence) project at
the European Commission’s Joint Research Centre. HUMAINT researchers on the societal impact of Al
technologies (opportunities and risks) and develops methodologies for Trustworthy Al. The project also
provides technical and scientific support to EU Al policies, mainly the Al Act and the Digital Services Act.

This report focuses on the impact of Al on the area of medicine and healthcare, building upon previous studies
published in [5][6]1[7][8][9] This report presents the following contents:

i) An overview and classification of the current and near-future applications of Al in Medicine,
Healthcare and Wellbeing according to their ethical and societal impact and the availability level of
the various technological implementations. This analysis builds upon [5] and includes 480 new
references -structured in 100 topics- mostly dated in 2021 and 2022.

i) Based on the previous overview, we select a small set of use cases which are relevant in terms of
societal opportunities vs risks. They belong to the domains of “Neuro-technologies” and
“Epidemiology” (in a broad sense, also including Gene Editing), and they are identified as four use-
cases, corresponding to main fields (key expanding areas):

- Al tools for mental health,

- Al-mediated gene editing,

- Al tools for epidemiology and health data monitoring,

- Al-mediated neurotechnologies (for cognitive signals), and
- Al-mediated inclusion of neurodiversity.

Additional fields of technical advances with significant social impact comprise Al-mediated drug
discovery and personalized medicine. These use cases are analyzed from the perspectives of their
features and impact on physical and mental health and wellbeing of persons, society, and the
environment, including future generations.

iii) A set of insights in terms of conclusions, challenges and recommendations to be addressed in the
next future.

It is important to note that this report covers a period (from June 2020 to September 2022) with two
unexpected historical circumstances, the COVID-19 pandemic and the war in Ukraine. In addition, the first
case of an autonomous machine killing humans was documented in 2021, and news on the creation of the
first ‘living machine’ or ‘xenobot’ were published in 2020. Notably, in 2022 the European Union and the
United Nations have updated their strategic priorities in several related areas, particularly related to health. All
these events have had a significant impact on the topics of this report. They have been thoroughly addressed
accordingly and have contributed to the selection of the relevant use cases in terms of societal impact.

1.2 Limitations and disclaimer

This report covers the period from June 2020 to September 2022. It is based on a careful research and
analysis of references available from public sources, following the common practice and standards of
scientific methodology as detailed in Section 2.1. However, the expressions and views contained in this
document —particularly its conclusions— are those of the authors and do not necessarily represent those of his
institutions of affiliation. The examples and references to real systems and commercial devices and
programs, online platforms and other available products have been selected because of their interest or
relevance in relationship to the corresponding topic under analysis. Their selection in this report does not
reflect any endorsement or evaluation (positive or negative) on their commercial interest.



1.3 Historical circumstances and significant events

In the period covered by the current report, June 2020 to September 2022, two extraordinary, historical
circumstances are developing with significant impact in all aspects of life and society, in the EU and
worldwide. This report analyses how Al technologies have been exploited in these two very different historical
scenarios.

On the one hand, the peak and decay of the COVID-19 pandemic since its spread from China at the beginning
of 2020. In Europe, by middle July 2022 [17], there had been over 207.6 million cases and over 2.3 million
deaths.

On the other hand, the Russian invasion of Ukraine, began in February of 2022 and still under development.
This is the largest war in European territory since the Second World War. By the finalisation of this research, it
is in a volatile and unpredictable status, causing severe destruction in the country, numerous deaths of
civilians and strong migrations and displacements of population. By September 2022, there were over 7
million refugees in EU countries, and over 7 million persons who fled their homes inside Ukraine [18].

In addition, the European Union and the United Nations have updated their strategic priorities in different
areas related to the subject topics of this research. Other relevant events include:

— Possible first documented case of autonomous weapon killing humans (2021) In 2021, a report by the
United Nations [19] about the Libyan civil war reported what it may be the first documented use of
autonomous weapons to kill humans. Several nations are investing heavily in such weapons [20] , and
this issue was already described in [5] .

— First publication on ‘living machines’ (2020) The first case of ‘xenobots’ built using frog stem cells was
published in 2020 [21], also described in [5] . Further research in ‘self-reconfigurable’ (potential) ‘life-
forms’ is advancing [22][23][24] .

— Medical errors. An obvious filed of interest of Al systems refers to helping humans in performing complex
tasks in demanding environments, particularly as related to reducing medical errors. Data from the USA
/updated to 2016) indicate that about 251.000 deaths/year results from medical errors, being the third
leading cause of death [25] . By comparison, in that country there were about 39.000 deaths/year due to
car accidents (in 2020) [26] .

1.4 Policy context

This report has been developed in the context of a series of EU and international strategic policy priorities
related to the protection of persons and of the societies under recent geopolitical challenges. These priorities
have been highlighted in the following three declarations of the maximum authorities of the European Union
and of the United Nations. We mention here the main aspects related to the present report.

1) The declarations (September 8, 2021) of the President and Vice-President of the European
Commission about the future of the EU’s Open Strategic Autonomy with regards to the presentation
of the second annual Strategic Foresight Report by JRC. They both reflected on current challenges on
climate change and digital transformation, potential impact on European values, and the need for an
early, comprehensive understanding of emerging trends for tackling such important issues.

2) The declaration (October 10, 2021) of the President of the European Commission, at the World Health
Summit [27] , which mentions potential risks such as Bioterrorism or the unintentional release of
pathogens and the need for preparedness. In this speech, President Von der Leyen announced the
creation of a new Health Emergency preparedness and Response Authority (HERA) [28] , and
outlined several relevant aspects related to its tasks ad challenges, such as the preparation for health
emergencies and their promptly detection and collective response, the assessment of health threads
including with innovative methods, the sharing of data, or the assessment of new and emerging
biological threats. The speech also mentioned the need to join forces with international counterparts to
setup a global standard for health preparedness.

3) Finally, we identify as relevant to this report the declaration (August 5, 2021) of the Secretary General
of the United Nations at his Report on the General Agenda [29] . This declaration mentioned the
COVID-19 pandemic, and long-term challenges related to managing new technologies such as Al and
gene editing (point 41) and artificial intelligence regulation (point 93).



2 Selected approach

2.1 Methodology

This reports build upon the methodology proposed in [5] . We build the landscape of applications of Al in
medicine and healthcare, with a focus on its ethical and social impact, through systematic searches in
standard scientific, academic, institutional, medical, corporate, and technical online platforms. In addition, our
review incorporates examples (of social impact and growing concerns and debates) published in general press,
social media, and other web-based sources. The majority of references are dated from the publication of a
previous report [5] (June of 2020) to September 2022, in order to represent recent developments. Some
other works considered of relevance are also included. Scientific references have been compiled using
Mendeley Reference Manager® and Vancouver Citation Style Language (CSL). Press references mainly come
from media included in the Top European Newspapers in English - TheBigProject [16] . Full (standard)
citations correspond to the numbers in square brackets.

Once identified, references are first grouped by the two authors into topics, as presented in Section 3.1. The
different topics are then assessed in terms of technological and ethical considerations with respect to those
identified in previous report and summarized in Section 2.3, outlining most significant events and recent
development in Sections 3.2 to 3.6. It is worthy to note that given the timeline of this report (June 2020 to
September 2020) with respect to the two historical circumstances mainly considered (COVID-19 pandemic
beginning of 2020 and Ukrainian war February 202), our analysis provides a more developed analysis on the
link between Al and the first circumstance than on the second one.

From the identified topics and outlined recent developments, the authors then select five use cases which are
described following a set of social assessment scales grounded in previous studies and presented in Section
2.2. The identification of topics, use cases and qualitative analysis is finally reviewed by a group of give
experts including medical doctors and engineering researchers, listed in the acknowledgement section of the
present report.

2.2 Social assessment

With the goal of assisting the development of quantitative and qualitative indicators for the social
assessment of Al technologies, we propose a set of scales to provide, on the one hand, independent
descriptive measures of the maturity, availability, controversy, sustainability and the extent of adoption of the
technology under analysis, and, on the other hand, an integrated evaluation with a pictorial overview. Some of
these metrics, such as concepts of ‘controversy’ and the ‘overall social impact’, are difficult to ‘standardize’
and ‘categorize’ -and may be subject to further updates-, as they relate to both the social, personal, and
ethical realms.

2.2.1 Maturity (Technology Readiness Level, TRL)

The maturity of a technology can be evaluated using the ‘Technology Readiness Level’ (TRL) scale, originally
defined by the NASA [30] and adopted in the European R&D&l environment [31] . It provides a qualitative
description in a numerical scale in 9 steps (levels), which range from 1 (basic principles observed) to 9 (actual
system proven in operational environment).

The values defined for the TRL scale are the following:
— TRL 1 - Basic principles observed.

— TRL 2 - Technology concept formulated.

— TRL 3 - Experimental proof of concept.

— TRL 4 - Technology validated in lab.

— TRL 5 - Technology validated in relevant environment (industrially relevant environment in the case of
key enabling technologies).

— TRL 6 - Technology demonstrated in relevant environment (industrially relevant environment in the case
of key enabling technologies).

— TRL 7 - System prototype demonstration in operational environment.



— TRL 8 - System complete and qualified.

— TRL 9 - Actual system proven in operational environment (competitive manufacturing in the case of key
enabling technologies; or in space).

2.2.2 Availability (Technology Availability Level, TAL)

The availability of a technology can be evaluated using the ‘Technology Availability Level’ (TAL) scale which
provides a qualitative description of the degree of availability of a technology in a numerical scale in 10 steps
(levels), which range from O (unknown status, not considered feasible) to 9 (available for the general public).

The values defined for the TAL scale are the following:

— TAL 0. Unknown status. Not considered feasible according to references.

— TAL 1. Unknown status. Considered feasible according to related, indirect references.
— TAL 2. General/basic idea publicly proposed.

— TAL 3. Calls for public funding of research and development (R&D) open.

— TAL 4. Results of academic/partial projects disclosed.

— TAL 5. Early design of product disclosed.

— TAL 6. Operational prototype/'first case' disclosed.

— TAL 7. Products disclosed but not available.

— TAL 8. Available products for restricted (e.g. professional) users.

— TAL9. Available for the public.

2.2.3 Controversy (Technology Controversy Level, TCL)

In order to analyze the different Al applications and their current status, in this Report it is proposed a novel
scale named ‘Technology Controversy Level (TCL) to give a qualitative description of its ‘degree of
controversy’. It is recognized that this concept is very difficult to ‘standardize’, as it relates to societal and
personal ethical thresholds, beliefs, and constructs, and that this scale may be subject to further updates.

As a reference benchmark, the proposed TCL scale is referred to the Human Rights as declared by the United
Nations in 1948 [32] . The technology under analysis is therefore classified as ‘controversial’ if it contributes
‘against’ to (at least one of) the fundamental Human Rights (HR), and ‘non-controversial’ if it aims ‘for the
benefit of groups of vulnerable persons’ or ‘of mankind’. This qualitative and quantitative comparison is
inspired on the Human Rights Indicators defined by the United Nations in 2012 [33] , and the concept of
‘vulnerable groups’ is based on the definition by the same organization [34] .

The corresponding value (level of controversy) of a given technology is defined in a numerical scale in 9 steps,
with four ‘positive’ (i.e., controversial) and four ‘negative’ (i.e., non-controversial) levels from a ‘zero value’ or
neutral reference (corresponding to ‘not applicable’). They are also mapped to qualitative descriptions and to a
color map following the visible spectrum, from dark blue (‘definitely not controversial’) to dark red (‘highly
controversial’). Color shades and their corresponding numerical coding in the common red-green-blue (RGB)
system are detailed in Table 1. Note that a technology with a high positive TCL value (e.g., a system used for
terrorism, with TCL = +4) is then considered a ‘highly controversial’ and ‘negative technology’.

The values defined for the TCL scale and their corresponding qualitative and color levels are defined in the
following Table.



Table 1. Definition, steps, numerical values, and description of the proposed Technology Controversy Level (TCL) scale.
Color shades may be modified (within their overall tone) according to printing or visualization devices to assure correct
identification. RGB color codes are given in 8-bit description (from O to 255).

TCL Qualitative description Color

Value Definition Level of Controversy Value Level of RGB coding
(The technology is ...) Controversy

-4 Definitely, for the benefit of Absolutely not ‘Highly positive’ Dark blue [0, 32, 96]
mankind controversial

-3 Beneficial for extended Strongly not ‘Very positive’ [0,112,192]
vulnerable groups controversial

-2 Clearly beneficial for some Clearly not ‘Positive’ [0, 176, 240]
vulnerable groups controversial

-1 Possibly beneficial for one or Plausibly not ‘Likely positive’ [0, 176, 80]
more vulnerable groups controversial

0 Not affecting/related to Not applicable Neutral Yellow [255, 255, 0]
Human Rights

+1 Possibly, against one or more Conceivably ‘Likely negative’ Amber [255, 192, 0]
Human Rights controversial

+2 Likely, against one or more Clearly ‘Negative’ [255, 51, 0]
Human Rights controversial

+3 Very likely, against one or Strongly ‘Very negative’ [255, 0, 0]
more Human Rights controversial

+4 Clearly, against one or more Absolutely ‘Highly negative’ Dark red [192,0, 0]
Human Rights controversial

Source: Own elaboration.



Figure 1. Classification of Al and Al-mediated technologies in Medicine and Healthcare according to their ethical and
social impact. SW: software, AR: augmented reality, VR: virtual reality, loT: internet of things. TAL: Technology Availability

Level.
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2.2.4 Sustainability (Technology Sustainability Level, TSL)

In order to analyze the different Al applications and their current status, in this Report a novel scale is
proposed named ‘Technology Sustainability Level’ (TSL) to give a qualitative description its ‘degree of
controversy’.

As a reference benchmark, the proposed TSL scale is referred to the 17 Sustainable Development Goals
(SDGs) adopted by the United Nations in 2015 [35] “as a universal call to action to end poverty, protect the
planet, and ensure that by 2030 all people enjoy peace and prosperity”.

The SDGs are the following:

— GOAL 1: No Poverty

— GOAL 2: Zero Hunger

— GOAL 3: Good Health and Well-being

— GOAL 4: Quality Education

— GOAL 5: Gender Equality

— GOAL 6: Clean Water and Sanitation

— GOAL 7: Affordable and Clean Energy

— GOAL 8: Decent Work and Economic Growth

— GOAL 9: Industry, Innovation and Infrastructure

— GOAL 10: Reduced Inequality

— GOAL 11: Sustainable Cities and Communities

— GOAL 12: Responsible Consumption and Production

— GOAL 13: Climate Action

— GOAL 14: Life Below Water

— GOAL 15: Life on Land

— GOAL 16: Peace and Justice Strong Institutions

— GOAL 17: Partnerships to achieve the Goal
We define the overall TSL value of a given technology as follows:
— For each one of the SGDs, a value (Goal Level, GL) is defined in a numerical scale in 3 steps:
— ‘positive’ (GL = + 1), i.e,, the technology ‘favors’ that Goal,
— ‘negative’ (GL = - 1), i.e,, the technology ‘is against’ that Goal,
— ‘zero value’ reference (GL = -0), corresponding to ‘not applicable’.

— The absolute TSL value is constructed as the sum of the 17 GL values corresponding to each one of the
17 SDGs.

— The total TSL value is obtained by normalizing the absolute TSL value. It therefore ranges from TSL = -1
(minimum) to TSL = +1 (maximum).

Each Goal can also be used to score any given technology in that field. For example, Al technologies in this
Report are evaluated according to their prospective contribution to the ‘GOAL 3: Good Health and Well-being'.
2.2.5 Extent of adoption (Technology Extent Level, TEL)

In order to evaluate the extent of adoption of a technology, in this Report it is proposed a novel scale3 named
‘Technology Extent Level’ (TEL) to give a qualitative description its ‘degree of adoption’. This is a qualitative
metric of the ‘market penetration’ deemed necessary for a complete assessment of the social impact.

The corresponding value (level of adoption) is defined in a numerical scale in 10 steps (levels), which range
from O (no users) to 9 (massive adoption).



The values defined for the TEL scale are the following:

— TEL 9 Massive adoption

— TEL 8 Common use (no publicity required)

— TEL 7 Customers/users through word-of-mouth

— TEL 6 Customers/users through general publicity, marketing

— TEL 5 Customers/users though targeted advertising

— TEL 4 Customers/users with explicit, definite support (e.g funding, discounts)
— TEL 3 Early adopters (innovators)

— TEL 2 Beta testers

— TEL 1 In-house use (inventors)

— TEL O No users

2.2.6 Integrated assessment

The social impact of a technology could be assessed by considering the four aspects described in the previous
sections, namely its maturity, availability, controversy, sustainability and extent of adoption, and the
corresponding scales, summarized in the following Table. Some graphical schemes as presented in Figure 2
can be developed by combining several of those metrics to generate a ‘pictorial overview’ to facilitate an
overall evaluation.

Table 2. Summary of features for the proposed evaluation of the social impact of a technology. SDG = Sustainable
Development Goal (of the UN).

Feature Scale

Name Type/Steps Min/Max
Maturity Technology Readiness Level (TRL) Discrete / 10 0/9
Availability Technology Availability Level (TAL) Discrete / 10 0/9
Controversy Technology Controversy Level (TCL) Discrete / 9 -4/+4
Sustainability Technology Sustainability Level (TSL) Discrete / 3 1

for SDG 3

Technology Sustainability Level (TSL) Discrete / 3 0.18

for all SDGs

Technology Sustainability Level (TSL) Continuous -1/+1

for the technology
Extent of Adoption Technology Extent Level (TEL) 10 0/9

Source: Own elaboration.

Nevertheless, as indicated, the concepts of ‘social impact’ and of ‘controversy’ are difficult to ‘standardize’
and ‘categorize’ these analyses may be subject to further updates. The four defined scales may be combined
into 3D visualization schemes with different color-coding maps to provide an easy-to-interpret pictorial
overview. These figures may be developed from existing colormaps employed in optics, as shown in Figure 2.

10



Figure 2. 3D color-coding maps suitable for representation of technology evaluation scales. A shows the common RGB
color space in cube geometry. B depicts the hue-saturation-lightness (HIS) color space in cylindrical symmetry. C shows
the hue-chroma-value (HCV) color space in conical geometry.

Ssaujybiy

Source: Wikipedia Commons.

2.3 Ethical considerations

The ethical aspects to be considered for the analysis of Al and Al-mediated applications in Medicine,
Healthcare and Wellbeing are fully described in [5], and summarized here. Ethical aspects to consider can be
grouped in three partially overlapping sets.

The First Group (G1) includes topics currently under analysis, as raised by other areas of prior development of
Al applications (e.qg., social networks, online commerce, automation in factories, autonomous vehicles), such
as:

— Data privacy, integrity and anonymity, legal responsibility and accountability, and other general aspects
of the relationship of humans with (at least partially autonomous) machines [see also Second Group G21].

— The effects on medical professionals and on their relationships to both patients and employers, quality
control and monitoring of workers. These effects include the need for professional updates, training and
qualification, and on employment (lost and new jobs, deep changes in some specialties, the risk that
some of them may even disappear).

— Security and reliability [see also Second Group G2].

— Metrics of performance, improved health outcomes and clinical pathways, reduction of medical errors,
personalized medicine, and psychosocial outcomes. It is important to note that current Al systems may be
good —even outperforming humans- at ‘narrow’, specific tasks while (still) failing in global, overview
analysis.

— The existence of a ‘human-in-the-loop’ with or without the ability to override the system, and the
questions that arise if there is no time/possibility for human intervention in a critical —even life or death-
situation.

The Second Group (G2) includes topics —some of which may also be under analysis in other areas— of
particular relevance for Medicine and Healthcare, such as:

— Explainability and interpretability of the systems. These concepts refer to being able to explain the
‘reasoning process’ of Al systems to a human operator. Although it may be required, the evolution of Al
technology leads to systems too complex to be understood by a human. Since they may also provide
support to humans (at least, in certain tasks), there is a need to consider if we could accept the results
given by Al systems without being able to understand how they (‘the machines’) came to them.

— Trust and reliability. We need to evaluate when ‘a machine’ performs better than a human, what to do
when they give conflicting opinions.

— Data quality. The generation of suitable databases and repositories of medical data and information for
learning and development of Al systems is a major consideration in this area, which should be considered
inline with privacy concerns.
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Data security. The social impact of malicious data alterations can be particularly severe since certain
health issues (e.g. toxic consumption history, genetic disposition to diseases) may be manipulated to
blackmail or discredit individuals and groups, for instance in processes related to employment and
profiling.

Additionally, increased security risks appear when ‘physical devices’ are involved, such as companion
robots assisting persons with disabilities or the elderly, or surgical robots.

Bias and fairness: in the medical field, it is important to ensure the lack of biases for different (e.g. ethnic,
gender, age) groups in diagnosis, prognosis and treatments, the use of proper, representative data for
training and the analysis of validity for different populations not involved in the training.

The social impact of ‘erroneous data for learning’ can be very high in this context. System may not give
any warning, but processing results may be incorrect.

Empathy, including shared decisions and (‘the machines’) helping humans to make difficult decisions.

Citizen (taxpayer) opinion and involvement in a ‘patient-centric’ model. Questions include the common-
good in public-funded research, informed consent, citizen science, the ‘reduced asymmetry’ in information
between the patient and the doctor, and citizen-generated (genetic, ...) tests without a doctor prescribing
them and analyzing their results.

Test, benchmarking. There is a clear need for updated testing and evaluation procedures in this field, as
key issue in which relevant changes are required in a given Al system.

Regulation, and the legal aspects related to liability and malfunction. Regulatory frameworks are still
developed incorporating liability aspects, to ensure accountability.

Affordability and socio-economic impact. Global figures and market of Al in Medicine and Healthcare
forecast very relevant, positive impact for the coming years. However, the economic analysis must
include the social points related to health systems, the industries and the patients, as such technologies
also risk evolving into a significant factor of inequality.

Information for the public and professionals about the real efficacy of Al-mediated treatments and
clinical tools, especially against severe diseases of deep social interest — such as cancer- as compared to
the many ‘announcements’ of ‘spectacular (initial) results’ which, are not later proven to be particularly
useful in routine clinical use.

The availability of trustworthy, open-access information —warranted by public services- is essential to
reduce the risks of ‘fake-based’ medicine and to protect citizens from ‘digital health scammers’,

The question of whether (or not) harnessing Al systems under human control on life and death decisions.
Should we allow ‘a machine’ to take such decisions (on us, on a relative)?

The Third Group (G3) includes certain aspects barely -or not included at all- in many studies on Al applications
in Medicine and Healthcare, such as:

Humanization of care, allowing for more time with the patient that improves clinical outcomes and
relieves high stress levels (burnout, suicide rates) of physicians. However, Al systems still lack the (much
needed) ability of a physical (contact) examination.

Social engineering, profiling based on merged medical, health and social data. This issue questions the
use of such merged information for the preventive detection of events of clinical significance (e.g.
suicide) and for commercial uses (e.g. tailored marketing, insurance, health care coverage or
employment). A significant topic is the potential genetic screening of (the whole, groups of) population
(detailed below).

The availability of (unsupervised, unreliable) multiple data, genetic tests for anyone, with the risk of
‘patient-generated’ medicine.

Limits to data use, and post-mortem data inheritance. A key question is related to the limit of use of very
personal information (from Extended Personalized Medicine such as genetic, medical, biological data)
when a person dies, e.qg. if this personal data remains available for use by Al systems, if there is a post-
mortem limit, if this data can be inherited, by a relative or a public institution, if what would be the
purpose of additional processing, e.g. commercial use, scientific use (e.g. belonging to a person with a
rare disease) or direct use to treat a disease.
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The expanding availability of crowd-sourcing of algorithms and processing power. The free sharing of
expertise, know-how, and experience define a debate of ‘solidarity’ vs risks of malicious use.

Reading and decoding brain signals. The hope for the severely impaired may be turned into ‘mind reading’
technologies challenging privacy at its basics.

Interactions with neural processes, which can be applied to help in neurological, mental diseases and,
potentially, to interfere with free will.

Gene editing as an enabler for self-experimentation in humans, with the risk of unexpected results and
the potential for change of the genetic heritage.

Gene editing ‘to design’ humans and human-animal embryos. With the (already documented) risk of
unexpected results in newborns and the unknowns derived from the creation of new types of human-
animal beings (‘chimera’).

The two sides of technology. With the (relatively) easy weaponization of many of the Al-mediated
technologies and the corresponding high risk of bioterrorism.

Whole-brain computerized emulation and ‘head transplant’, challenging the quest for immortality and the
very definition of life.

The search for artificial life forms (explicitly declared for military purposes), questioning the definitions of
life (natural, artificial) and death.

The balance of benefits versus risks and pitfalls and the very fundamental question of whether there
should be (or not) limits to research and development?
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Figure 3. Ethical and social aspects of Al and Al-mediated technologies in Medicine, Healthcare and Wellbeing sorted in
three groups (G1, G2, and G3). Some key relevant issues, controversies, significant, and conflicting issues are outlined for

each aspect.
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3 Al landscape

3.1 Relevant topics

Table 3 presents 100 identified relevant topics which represent the literature update on Al systems in
medicine, healthcare and wellbeing and their ethical and societal impact. Topics are sorted by alphabetic order
and each topic is supported by a references dealing with it. We refer to page. 64 for a list of definitions
related to the concept list.

Table 3. Literature update on Al systems in medicine, healthcare and wellbeing and their ethical and societal impact by
alphabetic order of topics.

Topic Name References

1 Algorithmic impact assessment [36]

2 Accountability [37]

3 Autonomous weapons [38][39] [40] [41] [42] [43]

4 Big Data of the human body [44][45] [46]

5 Bioeconomy, geostrategy [471148][49] [50] [51]1([52] [53]

6 Biometric databases after the Afghanistan war [54] [55] [56] [57] [58] [59] [60]

7 Biometrics for (self and remote) monitoring See ‘Wearables’

8 Bioterrorism. Post-COVID-19 institutional awareness. [61]1162] [63][64] [65] [66] [67] [68] [69] [70]

9 Sgc;tiecr;aczm}ozzﬁihﬂzzt;f drug discovery to develop bioweapons, 17111721 (731 (741 [75] [76] [77] [78] [75] [80] [81]

10 Brain implants See ‘Neurotechnology for human cognitive, physical augmentation’
11 Brain learning, simulation [82][83]

12 Brain preservation and the quest for ‘immortality’ [84][85] [86] [87]

13 Cancer [88]189]1[90] [91][92]

14 Cardiac health [93]1[94][95]

15 Clinical examples (others) [96]

16 Challenges (overview) [S116]11711811971[99] [100] [101][102] [103] [104][105]

17 Citizen participation [106]

18 Cloning pets and parasites. [107]

19 COVID-19 detection, diagnosis Hgg} [[ig‘i)]] [1107[111][112][113][114][115][116] [117][118] [119]
20 COVID-19 epidemiology, tracking [122][123]

21 Cognitive augmentation See ‘Neurotechnology for human cognitive, physical augmentation’
22 Cosmetics and self-perception [124][125] [126]

23 Data Access. Open Access [127]

24 Data quality [128][129][130]

25 Digital twin [131][132]

26 Drug design, drug discovery [133][134][73] [135][136][137] [138][139][140] [141] [142]

27 Education [143][144]

28 Equity, fairness [131][145][146]

29 Ethics, ethical risks, concerns [1471(148][149] [150][1511[152] [153][154][155] [156]

30 Explainability [157][158]

31 Evaluation of human performance [159]

32 Face recognition [160][161] [162][163] [164]

33 Female, reproductive data monitoring [165][166] [167]1168] [169][170] [171][172] [173]

34 Gene decoding [174]175](176]

35 Gene editing in humans [17711178][179] [180][181] [182][183] [184]185] [186][187]188]

[189][190] [191]192] [193][194] [195][196] [197] [198](199]
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[200][201] [202][203] [204][205] [206][207] [208] [209]

36 Gene editing for human augmentation See ‘Gene editing in humans’

37 Gene editing. Risks of unknown effects [210][211]

28 Sse:eatri]fj g;:;t:gtfggn and gene editing for potentially malicious [2121213]

39 Sse:eatri]fj giaottaer:g:zf]:ion and gene editing for potentially malicious [214]215] [216]217]

40 Health coaching See ‘Training’, ‘Wearables’, ‘Home, ambient intelligence’
41 Health in the metaverse [218]

42 Health monitoring at borders [219][220][221] [222]

43 Health monitoring [223] See also ‘Wearables’, ‘Home, ambient intelligence’
44 Home, ambient intelligence [224] See also ‘Wearables’

45 Human augmentation [225][226] [227][22

46 Information, disinformation, misinformation [229]

47 Interaction with humans [230]

48 Institutional perspective - academia [231][232][233]

49 Institutional perspective - politics See ‘Institutional perspective — law-enforcement, defense’
50 Institutional perspective — health [234][235] [236]

51 Institutional perspective - law-enforcement, defense {;i;}ggg}g2?1[5225241][242] [243]2440245)  [246[247][248]
52 Lack of tests [253][254] [255]

53 Learning See ‘Training’

54 Lethal autonomous weapons systems [256]

55 Living machines [21][22] [23] See also ‘xenobots’

56 Massive data collection for social manipulation [257]

57 I\Clloa\jlslijv_elgata collection for social surveillance, scoring of citizens, [25811259] [260][261] [26211263] [264]1265] (26612671 [268]
58 Massive data collection for law enforcement [2691[27011271]1[272]1273]1[274]

59 Mental health [275]12761(277] [278](279](280] [281][282][283] [284]
60 Mental health in the COVID-19 pandemic [285](286]

61 Mental health. Self-perception, society, gender [2871(288][289] [290][291][292] [293]

62 Neurodiversity [294][29511296] [29711298][299] [300][301][302] [303][3041[305]
63 Neuroethics, social impact [306][307][308] [309][310][311]

64 Neurotechnology, brain implants. Concepts [312][313][314] [315][316][317][318][319]

65 Neurotechnology for brain control [320]

66 Neurotechnology for brain signal reading [321][322]

67 Neurotechnology for human cognitive, physical augmentation [323][324][325] [326][327]1(328] [329]

68 Neurotechnology for control of robots [330][331]

69 Neurotechnology for control of weapons, military applications [332][333][334]

70 Neurotechnology for control of prostheses [335]

71 Neurotechnology for edition of brain content [336][337]

72 Neurotechnology for treatment of mental, psychological disorders [338][339][340]

73 New life forms [341][342][343] [344]

74 Oncology See ‘Cancer’

75 Organ growing See ‘xenobots’

76 Pathology [345][346]

77 Perception (of systems) [34711348][349] [350][351]

78 Personalized Medicine / tailored treatments [352][353]

79 Psychological health. Religion an cults [354]
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80 Radiology, radiomics, medical image analysis [355]95]1356]  [3571[358][359] [3601(36111362] [363][3641[365]
[366][367]

81 Robotics [368]

82 Robotic assistants [369][3701(371]

83 Robotic surgery, treatments [372](373][374] [375]

84 Robotic ‘health professionals’ [3761[3771[378] [379](380]

85 Robotic ‘sex partners’ [381]

86 Robots and human cruelty [382]

87 ‘Sentient’ systems? [383][384]

88 Surgery assistance [385]

89 Synthetic biology [386] [80]

90 Training S:ué?ieni:teionélso ‘Neurotechnology for human cognitive, physical

91 Transparency [387]

92 Trust and over-reliance [388][389][390] [3911[392][393] [394][395][396]

93 Ukraine war. Face recognition and body identification [398][399]

94 Ukraine war. Electronic warfare. Weapons lab [400](401]

95 Ukraine war. Control and manipulation of information [402](403] [404]405]

96 Wearables - glasses [406](4071[408] [409]

97 Wearables - vision [410]

98 Wearables - other sensors [411]

99 Well-being, wellness [412][413][414] [415][416]

100 Xenobots See ‘Living machines’.

Source: Own elaboration.

We observe that the list of selected topics can be grouped in different clusters or themes. These include: use
of Al in areas of medicine such as cancer, cardiology, mental health, pathology, surgery or radiology; general
ethical considerations of Al such as algorithmic impact assessment, accountability, equity, fairness, or
explainability; areas with high social impact such as autonomous weapons, bioterrorism, or human gene
editing; topics relating Al to related technological development such as the metaverse, neurotechnology or
robotics; geo-political aspects such as geostrategy, institutional perspectives; and topics linked to our two
target historical events, COVID-19 pandemics and Ukraine war. We present in the following sections the main
conclusions driven from the table of topics and related references.

3.2 Technological and ethical considerations

As predicted in [5] [6] [7] [8] and [9] , Al systems and tools continue to expand into virtually all areas of
medicine, healthcare, and wellbeing, with an expanding impact of the ‘bioeconomy’ related to health data and
their analyses. However, since the COVID-19 pandemic outbreak, most scientific and clinical efforts by the
international community have been concentrated -particularly in 2020 and 2021- to address its devasting
health, societal, economic, and political consequences. Therefore, research, development, innovation, and
technology deployment of Al-mediated tools in the topics of this analysis are predominantly centered in
COVID-19-related areas. In addition, since the war in Ukraine began in February 2022, certain new
applications have emerged.

From a conceptual perspective, there also remains a set of unsolved challenges about the social perception of
Al technologies related to medicine, healthcare, and wellbeing. They were already highlighted in [5] and
mention in Section 3.3:

— Trust and over-reliance on technology, including the willingness to accept, the betrayal aversion, and the
question of whether there should always be a human-in-the-loop,

— Bias and unfairness: the need of unbiased balanced data for training algorithms, and the lack of metrics
for the evaluation of performance
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— Explicability, transparency, and responsibility. What happens when algorithms work precisely (i.e., they
provide accurate results) but cannot be explained to (or understood by) a human being?

— Data safety, privacy, ownership, inheritance, and related issues.

3.3 Lessons of the COVID-19 pandemic

Early lessons of the COVID-19 pandemic in Al in medicine, healthcare and wellbeing were initially pointed out
in the 2020 JRC Report [5] and later expanded in a specific analysis on the topic [6] . Some studies have been
recently published on the overall analysis of Al systems in the COVID-19 pandemic by leading institutions
[4171[418][419], including the Council of Europe [420] . From the updated state-of-the-art in this document,
main lessons on these topics can be outlined as follows:

TELEMEDICINE HAS SETTLED

This point was clearly established shortly after the pandemic began. In the 2020 JRC Report accounting of
early effects of the COVID-19 pandemic, it was headlined as “The boost of telemedicine” [6] . This initial trend
has effectively settled as determined by the evolution of the disease [421] [422], with forced confinement of
the population and strongly limited in-person access to healthcare resources and professionals, particularly,
for non-COVID-19 related issues. As in other aspects of human social interactions during the pandemic, the
extensive acceptance and availability of advanced communication tools (e.g., video call platforms and
applications) -even in resource constrained settings- have fostered adoption of telemedicine at all societal
levels [423] , including population groups which may have been considered initially reluctant. However, after
the COVID-19 experience, challenges remain [424] [425] .

ONLINE PLATFORMS FOR PSYCHOLOGICAL SUPPORT ARRIVED TO STAY

This issue was pointed out in the 2020 JRC Report [5] on the early assessment of consequences of the
COVID-19 pandemic, as initial references pointed to the increasing use of Al-based tools for emotional
support in the context of the severe social isolation measures being implemented. Chatbots [426] have played
a significant role, being even credited with contributing to save lives in some studies. In a 2021 JRC Report [7]
, the risk of malicious misuse leading to ‘psychological hacking’ was identified, particularly linked to people
with psychological vulnerabilities and mental health issues. Currently, the adoption of online platforms for
mental health support is gradually growing, although many challenges and unknown questions remain. A
detailed use case on this topic is provided in Section 4.

ASSISTANT ROBOTS, FROM RETICENCE TO ADOPTION

This point was also established in 2020 as “Robotics: from fear to new roles and acceptance” [6] . They have
proven successful as ‘operational support’ for human (e.g., for disinfection and work in contaminated areas),
and for ‘companion and social assistance’ (for isolated persons and certain home tasks). New uses even point
to robotic ‘sex partners’.

THE SUCCESS OF AI-MEDIATED DRUG DISCOVERY AND GENETIC DATA ANALYSIS

The surprisingly rapid development of COVID-19 vaccines has highlighted the power of Al tools for the
modeling, design, and simulation of the complex interactions of drugs with the human organisms, ultimately
leading to the successful development of the much-needed vaccines [427] . In certain types of data analyses,
Al tools have allowed for time reduction rates from a month to less than a day [428] . As a direct
consequence, barely six months after the outbreak of the (completely unknown) virus (SARS-CoV-2), early
prototypes of ‘candidate vaccines’ were being tested. In addition, Al tools have also provided an invaluable
help in speeding up diagnostic processes through genetic analysis, mostly by supporting polymerase chain
reaction (PCR) and other molecular tests [420] . However, recent publications show how algorithms devised to
look for innovative drug molecules using gene editing can be easily turned to design biological weapons. A
detailed use case on this topic is provided in section 4. Drug development and data analysis define two areas
of Al application of particularly significant consequences, emphasize the importance of the novel concepts of
‘bioeconomy’ and ‘health geostrategies’ and reflect their increasing role in the world economy and politics.

AI-MEDIATED DATA ANALYSIS SUPPORTS EPIDEMIOLOGY BUT BRINGS SOCIAL RISKS

This point was pointed out in the 2020 JRC Report [6] as “A difficult balance: individual rights vs public
health”. Notably, it also relates to an early lesson of the current war in Ukraine (section 3.4) and it is further
analyzed in section 4 and highlighted in [420] . Unfortunately, the concerns about the potential misuse of the
health data -and related information -e.g., contact tracing’- go beyond from the much-required public health
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management to ‘social scoring’ and surveillance of citizens, and they have become a worrying reality in some
countries. As mass data collection (e.g., for molecular tests of COVID-19) is conducted, there may not be a
clear oversight and control of the final destination of the information, including genetic sequences of
individuals- which may be compiled for developing Al platforms (as mentioned in [429] for China). Potential
malicious misuse may even lead to the design of feature-specific, targeted pathogens and biological weapons
(see section 4), with added fears of being tailored against certain population (e.g., ethnical) groups. This latter,
strongly alarming possibility was also anticipated in the aforementioned 2020 JRC Report [5] and mentioned
at the House Intelligence Committee of the USA [217] . The debate about privacy and the ‘common good’ has
not reached a consensus answer, and these subjects remain as ‘hot topics’ of social concern and contest.

THE BOOST OF AI-MEDIATED PERSONAL DEVICES FOR HEALTH MONITORING

This point is partially related to -and evolves from- the previously discussed adoption of telemedicine. In the
pandemic, under confinement, with strict restrictions for inter-personal interaction -significantly limiting the
access to non-COVID-19 related healthcare, many people realized that personalized, automated monitoring
systems could help them to keep trace of their own health, even reducing the ‘difficult’ -and, in many cases,
costly- issue of visiting the doctor’'s office. The main difference from telemedicine adoption lays in the
availability of Al-mediated systems which analyze biological parameters and generate ‘recommendations’
about how actual measurements refer to average bands of values, even triggering medical alarms. In
addition, personal monitoring devices have rapidly advanced reducing invasiveness and increasing comfort for
the user from fitness-related gadgets to stick-on and wearable sensors, and in the type and sensitivity of
measurements, routinely including metabolic and cardiac parameters. An important aspect for device
manufacturers is the reqgulatory change entailed in the evolution from the measurement of parameters to
monitor sports performance to the purpose of medical diagnosis. Challenges remain about the training cases
for algorithms and on the evaluation of their performance in different social (e.g., ethnic, age, gender) groups
of population.

THE FAILURE OF DIAGNOSTIC AI-MEDIATED TOOLS

This is phrased as a striking conclusion, as it refers to the ‘core’ of medicine, i.e., the diagnosis of disease, and
the harsh summary is that those tools developed ‘to help fight the COVID-19" were not fit for -the much
needed- clinical use. A 2021 meta-analysis review [419], headlined that “Hundreds of Al tools have been built
to catch COVID-19. None of them helped”, with a further worrying statement: “Many hundreds of predictive
[Al] tools were developed. None of them made a real difference, and some were potentially harmful”. The
causes of these negative results can be linked to the extreme time pressure on scientists to help combat the
pandemic, but key reasons for failure had already been pointed out in the previous JRC Reports in 2020 [5] [6]
under the headline of “Benefits and risks of data-driven algorithms”, in which poor-quality (biased,
insufficient, wrongly labeled) datasets for training algorithms, and the lack of standardized procedures for
testing performance, were identified as major pending challenges for reliable Al systems in medical
applications. Another 2022 review [417] [418] points out that, beyond “some scattered successes ... In
general, ... in diagnosing COVID-19, predicting its course through a population, and managing the care of
those with symptoms, Al-based decision tools failed to deliver’. In addition to previously mentioned questions,
human failures -in the selection of applications and in the interpretation of their results-, and a complex
global context -on data sharing and governance- add to the faulty results. And those major challenges still
remain.

SOCIETY DEMANDS TRUSTWORTHY INFORMATION

This point was pointed out in 2021 [6] as “Psychographics and the control of information”, and it is further
analyzed in section 4. In the context of the COVID-19 pandemic, two simultaneous -yet opposite- applications
of Al tools for ‘information flows’ can be identified: on one side, the ‘positive use’ of such tools for ‘knowledge
sharing’, as reported by the Council of Europe [420] . These systems allowed for fast, in-deep screening of
thousands of research paper and communications on the effects, treatments, dynamics, and many other
aspects of the pandemic, effectively enhancing efforts to fight the disease by the scientific community. But,
on the other side, the ‘negative use’ of Al-mediated tools for the spread of ‘excessive, false, and misleading
information’ about the disease, vaccines, and treatments. The malicious use of information in the COVID-19
pandemic has been so relevant that a specific term has been coined to designate the ‘information epidemic’
as ‘infodemic’. Its impact relates directly to the degree of connectivity and on the availability of data sharing
in a given environment, and, in the European region, this has been an area of interest. As documented, the
COVID-19 infodemic has effectively damaged the health of citizens by inciting to breach the
recommendations from authorities, and, particularly, to refuse vaccination and public health measures, with
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even deadly effects. It is also linked to negative emotional well-being and to the generation of social unrest
and disturbances.

SOME ASPECTS COMMON TO OTHER AREAS

There are additional fields in which the evolution of Al-mediated technologies in medicine and healthcare in
the context of the COVID-19 pandemics has evolved similarly as in in other domains of science and industry.
They comprise the enhanced adoption for logistics and operation, particularly useful for health-related
facilities under the very difficult circumstances of resource shortages, disruptions in supply chains and the
pressure to operate at an overcharged rate with reduced personnel -e.g., who become sick or cannot travel to
work).

3.4 Early lessons from the war in Ukraine

In February 2022, Russian troops invaded Ukraine, effectively beginning the current ‘war in Ukraine’. As
detailed in section 1.3, this is the largest armed conflict in European territory since the Second World War, and
by the time of carrying out this analysis, it still presents an uncertain evolution. The nefarious consequences
of war obviously impact the core topics of this report, i.e., the Health and Wellbeing of the population and the
practice of Medicine. In addition, new challenges arise related to Al-mediated technologies in this conflict,
mainly related to ‘Digital Health’ and ‘eHealth!. From the current state-of-the-art and ‘state-of-the-conflict’
certain early lessons may be extracted for the future:

THE POTENTIAL OF EHEALTH FOR HELP

Medical and health services in conflict areas are severely stressed [430] and, in many cases, destroyed, with
the additional burden of increasing shortages of qualified personnel, and the consequential damage to the
civil population. Fostered by advances in communications technology -which allows for internet access in war
zones [431] - eHealth services offer a potential for relatively easy deployment providing help in many clinical
areas [432], but there remain “questions on safety and quality, data privacy and clinical efficacy” and “there
is a need for further clarification of global norms relating to practice in this context” [433] . Some areas of
particular interest related to Al-mediated resources include mentoring and training services for low-skilled
personnel at improvised facilities, remote (e.g., image based) tools for diagnosis, triage and surgical guidance,
logistics support, and online platforms for mental health care. The latter is a newly defined area in a war
context, as psychological and psychiatric effects are not usually attended in conflict zones since priorities
refer to emergency relief with very limited resources. However, NGO teams on the ground alert on the much-
needed help on these aspects, particularly for the civil population [434] . As detailed in section 4, Al-mediated
tools could provide at least part of the required assistance. Advances in natural language processing can help
overcome language barriers, and online platforms may be continuously available through remote access to
the internet. Another area of active development refers to robotized medical equipment and, particularly,
‘robotic surgeons’. Combined with augmented reality tools, they may contribute to providing high-level
medical attention in field hospitals and zones with very limited availability of highly skilled personnel [435] .

THE ENHANCED NEED TO SAFEGUARD HEALTH DATA

The advent of digital resources has promoted a clear shift to ‘all digital’ medicine and healthcare, and as
pointed out in a previous JRC report [5], the domain of medical information (i.e., clinical records, analytics, and
diagnostic images) has expanded to include genetic data. Notably, in 2020 (before the war began) Ukraine
was recognized in the EU environment as an example of a definite transition to ‘zero paper and electronic
health records started in 2018 [436] .

Recently, in the framework of the fight against the COVID-19 pandemic, molecular testing of the population
has standardized, and many new data bases -both in public and in private facilities- have been generated.
They contain increasingly detailed records of individuals, including full genome sequences, and the social
implications of ‘non-strictly medical’ use to these types of data constitute a lesson from the COVID-19
pandemic (section 3.3).

1 Al-mediated weapons and drones are out of the scope of this report.
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Beyond the requisites of privacy and security of medical data imposed by the current European and
international regulations, new issues arise about Al-mediated uses of health data in the context of an armed
conflict.

PREPARE FOR A ‘REBUILD FROM NOTHING’ SCENARIO.

When the war in Ukraine began, the Government announced an operation to backup institutional data for a
hypothetical ‘rebuild from nothing’ scenario [437] . The information published specifies that the process has
been developed “... to secure vital data so the Ukrainian government, education, and banking institutions can
continue ...” and, from a technical perspective, it is being implemented through massive migrations to web
clouds and other resources. Although there no explicit references to health data or medical records, they are
likely included.

For populations displaced and for those living in damaged environments, the availability of identity, education
and health data will clearly be extremely helpful in the difficult road to restoring or adapting their lives.
However, this type of ‘massive copy’ of very sensitive information may require -as in the case of Ukraine-
legislative updates, for example to allow such data storage in another country.

SECURE ACCESS TO HEALTH-RELATED DATA IN A WAR SCENARIO.
There are two categories of data which require special protection under a war scenario:

— Identification and biometric data of the population and, particularly, of healthcare workers, as they can be
employed to specifically target those individuals. Despite being violations of the international
humanitarian laws for war, these attacks on healthcare professionals continue in war zones [438] , deeply
increasing the damage to and the suffering of the civilian population.

— Genetic data (sequences) of individuals. As indicated, this risk and its potential misuses is described in the
context of the COVID-19 pandemic (section 3.3).

A recent example of the consequences of an uncontrolled access to (at least) the former category of
databases has taken place in the aftermath of the abrupt departure of the USA and other coalition allies from
Afghanistan, in August 2021. According to [55] , in the confusion of the withdrawal, they left behind
equipment employed for biometric identification (including iris scans) of local workers supporting the regime
which are now under the control of the new Taliban Government. These devices comprised mobile scanning
units connected to (or with built-in) databases with detailed personal, demographic and even social
information, with the obvious risks of being used to track and target certain individuals, e.g., supposed
opponents [439] .

NEW USES OF FACIAL RECOGNITION IN CONFLICT ZONES

The war in Ukraine has also demonstrated a new field of application of these powerful, Al-mediated tools: the
identification of dead persons, even when faces are damaged.

This technique is documented to be used by the Ukraine Government [440] with a twofold purpose, i.e., to
document civilian casualties in their own population for future prosecution of authors -under the suspicion of
war crimes- and to identify enemy soldiers and directly transmit that information (e.g, through social
networks) to their relatives [441] . The latter use presents a (questionable) ‘new approach’ to psychological
and information warfare, as data about loss in the battlefields may not being disclosed, even to the families
of the deceased.

3.5 Other areas of development

PERSONALIZED MEDICINE

This topic was thoroughly studied in the 2020 JRC Report [5], and, beyond some technical advances, that
analysis remains valid. Pending questions refer to conceptual difficulties in the change from population-level
to patient-level models, the enhanced understanding of genomics, metabolomics, proteomics, epigenomics,
microbiomics and other (data-driven) -omics, the need of standardized datasets for validation of models, and
the potential sources of significant societal inequalities due to the cost barriers to access treatments.

TRUST, EXPLAINABILITY

This topic was also thoroughly discussed in the 2020 JRC Report [5], and the challenges identified still persist.
In addition, most relevant issues refer to:
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— Open access, fair, balanced, standardized datasets for training and test. Data from one institution (i.e.,
linked to equipment, population, gender, geographic, demographic features) needs to be assess in terms
of potential suitability for use elsewhere.

— Integration of many types of multimodal data (health records, imaging, signals from wearables and
ambient sensor, genomics). Structured information gathering should be promoted with clear, effective
tools for debugging and updating, aligned with the European Data Infrastructure.

— Reliable ground truth data sets. Problems arise related to the definition and labeling of ‘gold-standards’
by human or Al systems. Synthetic data helps but it is not a ‘sustainable’ solution. This is related to the
additional lack of reproducible analytics and test tools.

— The need to define workflow protocol and clinical test scenarios.

— Patient privacy and data ownership concerns about data use agreements, de-identification, inheritance,
and the conflict between individual rights and the common good.

— Integration of data sets and Al tools towards the One Health, considering aspects related to human,
animal and environmental aspects and impact of technologies.

3.6 Significant institutional apprises
WHO GUIDANCE ON Al FOR HEALTH (JUNE 2021)

In June 2021, the World Health Organization (WHO) announced the publication of a Guidance specifically
devoted to the ethical (and, indirectly), social aspects of Al technologies related to health [99] . As stated in its
presentation, it is the result of almost two years of work by a specialized team, with 336 references, and it is
obviously related to the contents of this report. In their overview, it is written that “The report identifies the
ethical challenges and risks with the use of artificial intelligence of health, six consensus principles to ensure
Al works to the public benefit of all countries. It also contains a set of recommendations that can ensure the
governance of artificial intelligence for health maximizes the promise of the technology and holds all
stakeholders - in the public and private sector — accountable and responsive to the healthcare workers who
will rely on these technologies and the communities and individuals whose health will be affected by its use”.

The document, of 186 pages, is structured in the following main 9 chapters: 1. Introduction. 2. Artificial
Intelligence. 3. Applications of Artificial Intelligence for Health. 4. Laws, policies and principles that apply to
use of artificial intelligence for health. 5. Key ethical principles for use of artificial intelligence for health. 6.
Ethical challenges to use of artificial intelligence for health care. 7. Building an ethical approach to use of
artificial intelligence for health. 8. Liability regimes for artificial intelligence for health. 9. Elements of a
framework for governance of artificial intelligence for health.

CouNcIL oF EUROPE ON NEUROTECHNOLOGIES AND HUMAN RIGHTS (JUNE 2022)

The Council of Europe has carried out detailed analyses and discussions about neuro-technologies and their
potential impact on human rights [442] : ‘Technological innovation often creates its own dynamic. Major
technological breakthroughs in fields such as artificial intelligence, genome editing, and neuro-technology
have the potential to advance biomedicine and healthcare. However, uncertainty exists about the impact and
direction of these developments.’

With the objective of ‘embedding human rights in the development of technologies which have an application
in the field of biomedicine’, this institutions has proposed an Strategic Action Plan on Human Rights and
Technologies in Biomedicine (2020-2025) [443]

EUROPEAN PARLIAMENT ON GENOME EDITING ON HUMANS (JUNE 2022)

In June 2022, the European Parliament launched a detailed study including ‘a survey of law, regulation and
governance principles’) on ‘gene editing on humans’ [444] .

WHO PoLicy BRIEF ON DIGITAL SOLUTIONS TO HEALTH RISKS RAISED BY THE COVID-19 (JuNE 2022)

In June 2022, the World Health Organization (WHO) announced the publication of a Policy Brief specifically
devoted to the health risks raised by the spread of ‘excessive, false and misleading information’ (i.e., by the
so-termed ‘information epidemic’, or ‘infodemic’) about the COVID-19, centered in the European region [445] .
As stated in its presentation, the European Regional WHO Office “highlights the six policy considerations
described here below: 1. Reinforcing multi-stakeholder networks for infodemic management. 2. Strengthening
overall risk communication and community engagement. 3. Implementing continuous monitoring of online
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harmful and false content. 4. Improving digital literacy approaches and organizing infodemic management
trainings. 5. Advocating for infodemic management through communication campaigns. 6. Ensuring safe
online platforms, which protect people from harmful content. ... with a shared objective of improving the
Region’s public health response to the COVID-19 infodemic and enhancing preparedness for future health
emergencies”.

This document indicates that “The exposure to false information — both online and offline — has been linked to
increased health risks, having harmful or even deadly effects. Examples of negative behaviours include use of
wrong or harmful treatments, lower uptake of protective measures including vaccinations, impaired mental
health and emotional well-being, and lower trust in health-care providers’.

In addition, it also identifies a set of “digital interventions designed to tackle infodemics: - “implementing fact-
checking and false information reporting mechanisms - adopting social listening tools augmented by artificial
intelligence, which can help analyse the large-scale fast-flowing data, assess risks and identify infodemic
signals - creating monitoring programs, multi-stakeholders’ coordination initiatives and national regulatory
frameworks which respect the principles of freedom of expression - promoting digital health literacy and
inoculation interventions that improve people’s ability to spot misinformation”.

CREATION OF THE NEW EUROPEAN HEALTH EMERGENCY RESPONSE AUTHORITY (HERA, JuLYy 2022)

As announced in 2021 (see section 1). Notably, the United States announced as well the creation of a new
agency (Advanced Research Projects Agency for Health, ARPA-H) with a similar orientation in some aspects
[446] .

RELATIONSHIP TO JRC RESEARCH ON THESE TOPICS.

The previous documents by the World Health Organization, the Council of Europe, and the European
Parliament present -as expected- some elements that are common to those included in the five previous
documents published by the JRC as Science for Policy Reports and Science for Policy Brief [5][6]1[7]1[8]19]. In
addition contents of the 2020 JRC Report [5] have been recently cited in discussions in the European
Parliament [447] and, notably, this work is considered as a key reference in the sector by leading entities
[448] .

23



4 Socially-relevant Use-Cases

Al technologies and Al-mediated tools present an extraordinary -and rapidly expanding- potential of impact in
all areas of Medicine, Healthcare and Wellbeing. However, their features can be oriented, on one (‘good’) side,
towards the benefit of persons, their physical and mental health and societal wellbeing, or, on another (‘bad’)
side, towards malicious purposes, with the aim of damaging persons and society, also including future
generations.

As highlighted in section 1, this report covers a period which includes two historical circumstances with
significant impact in all aspects of life and society, i.e., the COVID-19 pandemic and the war in Ukraine. These
two events, still under development, have a clear influence in the subjects of this analyses and have
determined the identification of five core Use-Cases that we consider relevant from a societal perspective.

They are identified as the following five main fields (key expanding areas):
1. Al tools for mental health,
2. Al-mediated gene editing,
3. Al tools for epidemiology and health data monitoring,
4. Al-mediated neuro-technologies, and
5. Al-mediated inclusion of neurodiversity.

Other areas of significant technical advances comprise Al-mediated drug discovery and personalized
medicine. In this section, we further develop these use cases using the methodology, social assessment scales
and ethical considerations describes in section 2.

4.1 Al tools for mental health

The technology to be explored in this Use-Case refers to Al-based online platforms for mental health
care.

SOCIAL IMPACT. CHALLENGES AND BENEFITS

Mental health identifies a subject of very serious concern -but relatively reduced public awareness- for the
European society and worldwide. As discussed in the context of the consequences of the COVID-19 (section
3.3), the pandemic has fostered the adoption of Al-mediated tools. With clearly positive and negative aspects
and a strong potential for help in the fight against a major health and social problem, this use of Al
technology calls for further analysis.

Statistical data show the dramatic toll of mental health in Europe:

— According to [449] , before the pandemic and the war in Ukraine, “3.7% of all deaths resulted from
mental and behavioral disorders ... and about 13.5 % of all hospital beds were psychiatric care beds”.

— Approximately 120.000 persons take their own lives per year, corresponding to 12.8 deaths per 100000
population, i.e., 1.3% of all deaths [450] (with some higher values, e.g., in 2016 there were over 165.000
suicides in the EU-27 [451]).

— After the pandemic, a 2021 flagship report by UNICEF about mental health in children [452] -not
including the effects of the war in Ukraine- states that:

“As the coronavirus pandemic descended ... powerful emotions enveloped the lives of
many millions of children, young people and families ... it will be years before we can
really assess the impact of COVID-19 on our mental health ... Indeed, the risk is that the
aftershocks of this pandemic ... will pose a risk to the foundations of mental health.
Mental health is also a reflection of the ways their lives are influenced by the poverty,
conflict, disease, and access to opportunities that exist in their worlds”.

That 2021 UNICEF report reveals that in Europe: 9 million adolescents aged 10-19 live with a mental
disorder; suicide is the second most common cause of death among adolescents aged 15-19; and almost

24



1,200 children and adolescents aged 10-19 end their own lives every year (i.e., an estimated three lives per
day lost to suicide).

While the effects of the COVID-19 pandemic on mental health are still under active research -and those
derived from the war in Ukraine have not been considered at all- data from the USA indicate that about 40%
of all adults have struggled with mental health and substance abuse [453] in the 2020-2021 period, and that
one third of high-school students have experienced mental health issues, with one fifth having seriously
considered suicide [454] It is expected that certain effects of the pandemic (including suicide rate trends) may
increase in the long term when the contribution of emergency support and resources ends [455] and when the
consequences of the war in Ukraine are considered.

As already indicated in previous JRC Reports [5] [6] - one of the main social effects of the disease was the
enhanced adoption of online chatbots [426] and robotic platforms as conversational and social tools to
overcome the difficulties of loneliness and isolation due to the ‘new circumstances’ (i.e., population
confinement, quarantine, restricted interactions among people).

Rapidly, the number and features of such technologies has expanded. Commercially available options now
range from online ‘telemedicine’ and ‘telehealth’ resources for access to and interaction with ‘human
professionals’ [456] [457] to increasingly automated conversational chatbots to systems offering
‘professional mental health support’ and ‘mental self-care’ over the internet.

A clearly positive aspect of Al-mediated tools for telemedicine is the increased facility of contact between
patients and professionals, particularly under restrictive circumstances that prevent direct, in-person
interaction. In addition, as shown by early lessons from the war in Ukraine (section 3.4) Al-mediated tools
have a clear potential to help persons in conflict zones. However, other challenging aspects remain, as the
loss of empathy in the relation patient-professional, and the difficulties for access for non-technological
savvy people, particularly in the elderly population [458] . This is obviously not a problem for children and
adolescents in Europe, ‘digital natives’ for which the interaction with Al-mediated devices is fully integrated in
virtually all aspects of daily life.

Nevertheless, a key difference arises when it refers to Al-mediated ‘diagnosis’, ‘therapy’, ‘follow up’ or
‘support’ -in the mental health realm with respect to other areas of medicine and healthcare- as Al systems
interact directly with the person (patient), very possibly without any human monitoring or overview (i.e., openly
substituting the interaction with the professional).

As an artificial platform ‘talks’ with the user, a variety of simultaneous processes may take place: an
automated assessment of the status of the person could be performed -yet combined with other sources of
digital information (e.g., from social networks)- to detect behavioral features and identify risks such as
suicidal or violent ideations and trigger alarms -even to first responders-. But emotional links have also been
recently described to arise and new risks of malicious activities happen, from ‘digital health scammers’ to the
intended transmission of directions -even ‘orders’- to persons, as identified in previous JRC Reports [5] [6] [7],
in which the term ‘psychological hacking’ (‘psycho-hacking’) was coined to designate the latter.

TECHNOLOGY ASSESSMENT

The application of Al-mediated technology defined as Use-Case 1: Al-based online platforms for mental
health care can be evaluated as detailed in Table 4. Technology assessment of ‘Use-Case 1: Al tools for
mental health’. Values in arbitrary units..

From a social and ethical perspective, the assessment is twofold: on one side, it can be considered as clearly
positive, as it allows for new, powerful tools for diagnostic and therapy, easing access to ‘care’ and even
‘companion’ platforms. On the other side, it can also be considered as clearly negative, since it opens new,
uncontrolled risks for vulnerable groups of population.

In summary, it is considered an example of a Use Case to be carefully assessed to protect persons and
enhance health while promoting social wellbeing.

Table 4. Technology assessment of ‘Use-Case 1: Al tools for mental health’. Values in arbitrary units.

Feature Scale Value
Maturity Technology Readiness Level (TRL) 8
Availability Technology Availability Level (TAL) 9
Controversy Technology Controversy Level (TCL) +1
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Sustainability Technology Sustainability Level (TSL) for SDG 3 1

Technology Sustainability Level (TSL) for all SDGs 0.29

Extent of Adoption Technology Extent Level (TEL) 6

4.2 Al-mediated gene editing

The technology to be explored in this Use-Case refers to Al-mediated tools for gene (or genome) editing. This
is a rapidly evolving field with strong, unsolved ethical questions. Two major expanding -and challenging- sub-
areas are identified in which the role of Al technologies make substantial contributions: human augmentation,
and the development of novel biological threats.

Let us briefly recall that human cells can be classified in two groups: somatic cells (constituents of the body)
and germ cells (or sex cells, that give raise to eggs and sperm). Changes in a gene of a somatic cell stay in
the cells and its descendants, but are not transmitted to other cells, and die with the person. Changes in a
germ cell are passed to all cells of a new person (baby), and if s/he reproduces, to future generations.

A major challenge in genetics refers to the exploration of the human genome and the identification of all
constituent genes, their roles and the effects of mutations and alterations. The extraordinary difficulty of
exploring the data corresponding to the human genome and the urgent need for artificial intelligence tools to
help in the task can be seen in the vast volume of information to investigate, as detailed in Annex 1.

Al-mediated tools are commonly used to explore genetic information, even to design synthetic ‘life forms’
(e.g., viruses) for medical and biological applications. Computational tools can also be integrated with gene
manipulation technologies -such as CRISPR- to effectively ‘modify’ existing organisms (e.g., to produce
genetically modified crops) but also for building new types of (living) organisms. Advances in technology make
some parts of this research possible with relatively common laboratory equipment and low computational
power.

GENOMICS AND NOVEL BIOLOGICAL THREATS. ONE HEALTH, ANIMAL AGROCRIME AND AGROTERRORISM

Engineered pathogens (e.g., viruses) are used in different areas of medicine and biology, with legitimate and
beneficial purposes (e.g., as vectors to deliver drugs to cells in certain types of therapies) taking advantage of
the capability to select and exploit specific features of infectious agents (e.qg., their ability to propagate and
target specific gene features).

However, synthetic pathogens may also be tailored for malicious purposes, such as selectively damaging or
destroying living beings (humans, animals, plants). This type of malicious applications have evolved from early
concepts of state-developed, military biological weapons [459] [460] [461] [462] to the general realm of non-
conventional threats (NCTs), under the title of ‘biological threats’ (biothreats) with an extraordinary potential
for bioterrorism.

As highlighted in a 2020 JRC Report [5], for the surprise -and shock- of the scientific and law-enforcement
communities, in 2018 it was openly published (later banned from access) how to ‘fabricate’ a functional strain
of horsepox, a pathogen very close to the eradicated human smallpox, using only a university-type of
laboratory valued in about $100.000.

Recently, in 2022, it has been exposed how the same Al tools employed for drug discovery in the race for
vaccines and treatments for COVID-19 could be oriented to design pathogens simply by switching the
‘direction’ of certain algorithms to maximize (instead of minimizing) lethality and other factors. The alarming
possibilities which derive from the science and technology underlying these results comprise a wide variety of
biological threats, from unintended cross-contamination and health risks related to borders [463] to agents
for bioterrorism to bioweapons.

A serious issue of concern refers to potential attacks to genetically modified organisms (GMOs), such as
certain types of plants. GMOs are characterized by very specific alterations (i.e,, editing) of particular genes,
which could, in turn, be targeted by pathogens precisely engineered to destroy those types of crops, with the
corresponding damages in in food production chains and economical and societal consequences for the
affected zones. These areas constitute the newly identified sectors of animal agrocrime and agroterrorism
[464] [465] , with the worrying possibility of using animals (e.g., insects) to spread agents [466] . Another
scenario derives from the potential targeting of specific human (e.g., ethnic) groups. Such application would
lead to particularly harmful scenarios and societal damage. Obviously, these ‘ideas’ represent the opposite
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view from the intended goal of One Health [467] based on the interaction of human, animal and
environmental care.

As discussed in the context of the consequences of uncontrolled access to health-related data in a war zone
(section 3.4) this possibility has been recently pointed out in the House Intelligence Committee of the USA.

In addition, the commercial availability of ‘genetic manipulation kits’, for education, R&D and even for do-it-
yourself approaches presents the risk of accidental leaks (of pathogens) by ‘garage scientists’ performing
‘risky’ tasks without the supervision and the security measures proper of professional use.

The COVID-19 pandemic has shown the devastating effect of the spread of a new, unknown virus. Notably,
even during major peaks of the pandemic, European and international police, law-enforcement —~EUROPOL
[66], INTERPOL [65], UNICRI [67], CTPN [68]- and military institutions -NATO [61] - have published reports
and organized specific conferences and research initiatives to alert on the enhanced risk of biological threats
related to the (accidental or deliberate) spread of (natural or engineered) pathogens. This challenge also
relates to population displacements (e.g, caused by wars and by climate change), and to the need of
enhanced health monitoring in borders.

On an opposite approach, Al-mediated tools also present a strong potential for combination with many
physical, optical, chemical, and biological technologies for the detection of biological threats [468], even for
at-a-distance exploration of human and animal bodies to develop effective procedures for screening [469] .
As detailed in section 3.6, the European Union and the United Nations have strongly alerted against these
novel threats, and the EU has recently launched a new Health Emergency Response Authority (HERA) to lead
this field.

IMPROVE HEALTH SCREENING AT BORDERS.

The uncontrolled spread of the COVID-19 pandemic has clearly shown the need to enhance health screening
at borders for the protection of society. This challenge may be substantially aggravated when migrations
involve millions of people under very limited health and sanitary conditions, possibly exacerbated by severe
weather and the climate change. As indicated in section 3.6, this unmet challenge belongs to the recently
updated priorities of the EU and international institutions.

HUMAN AUGMENTATION

Human gene editing is a subject of increasing social and ethical debate, particularly as referred to germline
editing [470] , and about whether it should be allowed, funded, and researched. These issues are strongly
linked to the development of Al tools as they constitute key enabling factors -particularly, as combined with
the CRISPR technology- for efficient and precise gene editing and, therefore, for the progress in the field.
Major, unsolved questions [5], include difficult scientific matters:

— Which are the genes and the alterations in DNA sequences required to achieve
o resistance to diseases
o physical traits (e.g., hair or skin color)
o enhanced (physical, mental) abilities
— Which are the risks for individuals undergoing edition? And for the (e.g., biological) environment? and
— Should ‘self-experimentation medicine’ be allowed?
— If edition is performed on germline cells, which are the effects on and the risks for future generations?

— Should research be allowed on ‘non-viable embryos? (e.g., those leftover from in-vitro fertilization
treatments, or other created for research).

and deep ethical concerns linked to individual beliefs and social features [5]:

— Should gene editing be allowed only for adults, in somatic cells (i.e., without potential transmission to
future generations?

2 Those who would not result in a live birth.
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— What about the (supposedly) on-going research to obtain ‘super-soldiers’?

— Should germline edition be researched to eliminate genetic disorders, particularly those that do not have
any treatment option? This is the view of some groups of patients suffering from such conditions -and
their families and advocates-, to prevent others from experiencing the disease, but there is no agreement
as other people question that eliminating genetic disorders -some not considered as a disability- will
improve life [471].

— Should germline editing be allowed to obtain children with ‘desired features’?

— (Can gene editing constitute another factor substantial factor of inequity? Would it be available only for
the wealthiest groups?

— If gene editing for human enhancement becomes extended, would it generate ‘predominant’ groups of
‘enhanced humans’ versus ‘non-enhanced people’?

Until recently, these questions were part of science fiction plots. However, they are now coming closer to
reality, thanks to advances in the required technologies and to the increasing role of artificial intelligence
tools. Many countries -including European nations- have discouraged or banned germline editing [470] .

TECHNOLOGY ASSESSMENT

According to the topic content in references, this Use-Case (Al-mediated gene editing) can be evaluated as
detailed in Table 5.

From a social and ethical perspective, the assessment is twofold: on one side, it can be considered as
potentially positive, as it may allow for ‘beneficial’ human augmentation or the prevention of the inheritance
of diseases. On the other side, it can also be considered as clearly negative, since it may open the door to
strong social ‘divides’ (e.qg.,, ‘enhanced’ vs ‘non-enhanced’ persons), and unexpected biological threats, even
affecting future generations.

Overall, it is considered an example of a topic with risks to be urgently assessed to protect persons and social
wellbeing.

Table 5. Technology assessment of ‘Use-Case 2: Al-mediated gene editing’. Values in arbitrary units.

Feature Scale Value
Maturity Technology Readiness Level (TRL) 5
Availability Technology Availability Level (TAL) 6
Controversy Technology Controversy Level (TCL) 2
Sustainability Technology Sustainability Level (TSL) for SDG 3 1
Technology Sustainability Level (TSL) for all SDGs 0.18
Extent of Adoption Technology Extent Level (TEL) 4

4.3 Al tools for epidemiology and health data monitoring

The technology to be explored in this Use-Case refers to Al-based mass gathering of data of the population
under a pandemic, and their analytics and use.

SOCIAL IMPACT. CHALLENGES AND BENEFITS.

These issues are discussed as one of the lessons of the COVID-19 pandemic (section 3.3), also linked to an
early lesson from the war in Ukraine (section 3.4).

TECHNOLOGY ASSESSMENT

According to the topic content in references, Use-Case 3 (Al tools for epidemiology and health data
monitoring) can be evaluated as detailed in Table 6.

From a social and ethical perspective, the assessment is twofold: on one side, it can be considered as
potentially positive, as it allows for enhanced public health management, particularly under such
circumstances as pandemics or infectious disease outbreaks.
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On the other side, it can also be considered as clearly negative, since it may open the door to population
‘scoring’ and ‘classification’, potentially leading to surveillance and damage to civil and individual rights and

liberty.

Overall, it is considered an example of a topic with risks to be urgently assessed to protect persons and social

wellbeing.

Table 6. Technology assessment of ‘Use-Case Al-mediated epidemiological monitoring of the population. Values in

arbitrary units.

Feature Scale Value
Maturity Technology Readiness Level (TRL) 1
Availability Technology Availability Level (TAL) 2
Controversy Technology Controversy Level (TCL) 3
Sustainability Technology Sustainability Level (TSL) for SDG 3 1
Technology Sustainability Level (TSL) for all SDGs 0.17
Extent of Adoption Technology Extent Level (TEL) 2

4.4 Al-mediated neuro-technologies (for cognitive signals)

The technology to be explored in this Use-Case refers to Al-based mediated reading, decoding, and
manipulation of cognitive signals of the human brain.

SOCIAL IMPACT. CHALLENGES AND BENEFITS.

The social and ethical perspective of this area of technology is clearly twofold: on one side, it can be
considered as potentially positive, as it may allow for improved control of prosthesis and brain-computer and
—machine (BCl, BMI) interfaces (e.qg., for the severely disabled). On the other side, it can also be considered as
clearly negative, as it may open the door for non-invasive intrusion in persons’ minds (e.g., monitoring
attention, cognitive surveillance) with unknown effects and applications. There is a strong debate in European
and international institutions and stakeholders about the need and the limits of ‘Neuroethics’ guidelines and
‘Neurorights’.

TECHNOLOGY ASSESSMENT

According to the topic content in references, this Use-Case 4 (Al-mediated neurotechnologies (for cognitive
brain signals)) can be evaluated as detailed in Table 7.

Overall, it is considered an example of a topic with social risks to be urgently assessed to protect persons and
social wellbeing.

Table 7. Technology assessment of ‘Use-Case Al-mediated neurotechnologies (for cognitive brain signals)’. Values in
arbitrary units.

Feature Scale Value
Maturity Technology Readiness Level (TRL) 3
Availability Technology Availability Level (TAL) 4
Controversy Technology Controversy Level (TCL) 1
Sustainability Technology Sustainability Level (TSL) for SDG 3 1
Technology Sustainability Level (TSL) for all SDGs 0.24
Extent of Adoption Technology Extent Level (TEL) 1

4.5 Al-mediated inclusion of neurodiversity
SOCIAL IMPACT. CHALLENGES AND BENEFITS.

Al-mediated inclusion of neurodiversity is a 'novel' topic of interest identified within the broad area of
neurotechnologies. It refers to the use of Al-based technologies to allow for the inclusion of persons with
neurodiversity in the job market, particularly in the sector of information and communication technologies.
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This normalization also shifts their social perception and roles, from underestimation and miscommunication
to valuing competitive advantages and business opportunities. This topic is different from the research and
development of technology-mediated approaches for treatment of psychiatric and developmental disorders
(e.g., using neurostimulation techniques).

An early analysis is presented for autism spectrum disorders (ASDs), as there has been a specific 3-year
program [472] funded by the European Parliament, entitled ‘Autism Spectrum Disorders’ in Europe (ASDEU),
devoted to “to research autism prevalence, costs, diagnosis, and interventions throughout Europe. Its overall
aim was to find ways to improve care and support for people with the condition and their families”. Their
goals included “Review autism policies in all European countries and come up with recommendations for an
EU public health plan to support member states to respond to the needs of autistic people and their families”.

AUTISM SPECTRUM DISORDERS

People with ASDs usually present difficulties to interpersonal communication using ‘common channels and
codes’ (speech, non-verbal language, social skills), -in varying degrees, together with significant, mostly
unexplored, features for diverse thinking, such as being detail-oriented and pattern-thinkers.

Their many challenges for communication and ‘cultural-fit’ -currently even considered as 'incapacitants' by
some social sectors- can be overcome with the help of available Al-mediated systems, from ‘keyboard-type’
to VR environments -and, perhaps, with other types of brain-computer interfaces-. Al-based tools can help
uncover the potential of persons with ASDs for a variety of much-needed (and valued) tasks (e.g., software
design, cybersecurity).

Results of the ASDEU research showed that “overall ASD prevalence estimates varied among European
countries, from 4.4 - 19.7 per 1,000 aged 7-9 years”, with an average of 12.2 per 1,000 (one in 89) children
aged 7-9 years. In comparison, the incidence of autism in the United States is 1 in 34 among boys and 1 in
144 among girls [294] , with an average of 1 in 54 children aged 8 years.

The ASDEU study also showed a large health and economic burden, and included the following
recommendations for policymakers:

— Encourage member states to adopt cross-sectoral national strategies or action plans to respond to the
needs of autistic people, in line with the United Nations Convention on the Rights of Persons with
Disabilities and international recommendations.

— Promote coordination between member states of all policies related to autism.

— Produce guidelines to harmonize practices and promote quality of support and care across Europe.
— Adopt principles of best practice and foster exchange between member states.

— Promote training of professionals across sectors.

— Support research, networks of experts and partnering for progress.

Notably, the executive summary of this project does not include any mention to the possibilities for inclusion
provided by Al-mediated tools identified in this report. This can be explained as those possibilities have
started to be explored very recently (after the end of the ADEUS program), as linked to the latest advances in
neurotechnology.

Al-mediated technologies for persons with ASD is a novel concept and a clear example of multidisciplinary
overlapping of Al, medicine, engineering, and social development, with definite ethical dimensions and very
positive consequences.

The proposed approach of Al-mediated inclusion also presents a clear interest (not studied) for including
persons with other types of cognitive or psychological disorders, and even mental health issues. The on-going
development of new types of brain-computer interfaces would provide increasingly better technological tools
to improve and expand the described inclusion.

TECHNOLOGY ASSESSMENT

According to the topic content in references, the Use-Case 5 (Al-mediated inclusion of neurodiversity) can be
evaluated as detailed in Table 8.
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Table 8. Technology assessment of ‘Use-Case 5: Al-mediated inclusion of neurodiversity’. Values in arbitrary units.

Feature Scale Value
Maturity Technology Readiness Level (TRL) 1
Availability Technology Availability Level (TAL) 2
Controversy Technology Controversy Level (TCL) -3
Sustainability Technology Sustainability Level (TSL) for SDG 3 1
Technology Sustainability Level (TSL) for all SDGs 03
Extent of Adoption Technology Extent Level (TEL) 0

Overall, from a social and ethical perspective, the assessment of this Use-Case 5 is clearly positive, and an
example of a topic to be fostered and supported for the benefit of persons and social wellbeing, including
future generations.
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5 Conclusions

5.1 Discussion

Artificial Intelligence, scientific medical research, human rights and policy are closely interrelated, particularly
in the realms of Medicine, Healthcare and Wellbeing. In the rapidly evolving world of today, under the recent
historical circumstances, there is a need for an effective approach in the EU and worldwide to new challenges,
leading the advancement of science and technology while protecting society and democracy, and paving the
way for sustainable progress for the future generations.

We discuss here some challenges aiming to highlight the key expanding areas related to the analyzed topics
and translate their scientific and technical narrative into practical approaches for the benefit of the persons.
As indicated, this reports expands on previous work. Although there has been significant progress in the
challenges proposed in that document, they remain valid as well, and are hereby also referred to for
consultation.

Promote One Health and prevent Al-mediated biological threats to society

Biological threats define a major source of concern for European and international institutions. The COVID-19
pandemic has shown the devastating consequences for health, society, and economy of the uncontrolled
propagation of an unknown virus (the SARS-CoV-2), for which there was no vaccine or treatment. As
demonstrated by its rapid worldwide spread, pathogens may easily propagate among humans across
geographical regions, as there are no effective detection procedures suitable for non-invasive, traveler-
respectful implementation of health screening of persons at border controls. Population migrations and
settings under limited health and sanitary conditions, exacerbated by extreme weather phenomena and
climate change, present additional risks for the emergence of human and zoonotic viruses, bacteria, and other
infectious organisms. In striking contrast, in the EU and in most other countries, there are remarkably
effective procedures and regulations to protect flora and fauna from possible infectious agents entering
through borders and prevent the spread of diseases in animals and plants.

In addition, it has been recently shown how certain Al tools can be (relatively) easily combined with gene
editing technologies to generate new pathogens, even tailored to specific features or organisms (e.qg.,
genetically modified crops and, potentially, of human groups), with a strong prospective for weaponization
and use for bioterrorism.

A different -yet clearly related- area of concern refers to the applications of gene editing for human
augmentation. There even exist certain groups who advocate for ‘self-experimentation medicine’ and ‘do-it-
yourself’ gene ‘therapies’, purposedly aimed to enhance human performance. This ‘science fiction’ idea was
demonstrated as real by the ‘successful’ -yet extremely questionable- experiment which led to the birth -in
China, 2018- of the first two humans with engineered germline modifications (edited genes) which may be
transmitted to future generations, with unknown effects.

The protection of society -including future generations- against existing and new, natural or engineered,
accidentally leaked or deliberately delivered, biological threats is a definite institutional priority. Notably, the
EU launched the Health Emergency Response Authority in 2022. Al tools present a clearly dual perspective in
this field: on one side, technologies for strongly controversial applications (e.g, human augmentation,
germline editing) or for directly malicious use (i.e., development of potential agents for bioterrorism) could be
restricted from generalized availability and subjected to controls for access and use similar to those
implemented for radioactive materials, with a clearly defined precautionary approach. On the other side, those
Al tools useful to detect and fight risks, undertaking existing challenges in epidemiology, health monitoring
and border control could be institutionally fostered to take advantage of their potential.

Leverage the potential of Al to help in mental health care
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Mental health issues constitute a dramatic health and social problem in Europe, particularly important in
children and adolescents, as a major cause of death and long-term suffering for people and families. These
negative effects will be very likely boosted by the consequences of the COVID-19 pandemic and the war in
Ukraine. In the wake of the COVID-19, Al-mediated tools have rapidly expanded from conversational chatbots
and ‘emotional support’ (e.g., reducing the psychological impact of isolation) to supposedly ‘diagnostic’ and
‘therapy’ online platforms. Their easy access and availability offer potential advantages for many users,
including those in resource-limited settings or in conflict zones. However, as identified in this report, Al-
mediated tools in the context of mental health issues also pose clear challenges about ‘the contents’ that
may be transmitted to users, particularly to most vulnerable groups (e.g., children, sick people, the elderly),
digital health scammers and even the risk of ‘psychological hacking’. The use of Al tools in mental health care
offers a clear opportunity of help, while calling for further analysis of the most questionable issues. A
coordinated technical and regulatory approach by public institutions and professional stakeholders could
make a successful contribution addressing a dramatic European (and worldwide) health and social problem.

Enhance health data protection for scenarios of conflict

In view of the complex geopolitical situation in different areas of the world, particularly in the western border
of the EU, it may be of interest to prepare two common ‘emergency preparedness mechanisms’, available at
the national level, for

— health data backup (even in another country), suitable for a ‘rebuild from nothing’ scenario, and

— emergency blockage of access to -and remote disabling of- databases with health (biometric, genetic)
data of the population and with identification data of healthcare workers, to avoid uncontrolled use of
genetic information of individuals, and to protect the identities of the clinical personnel.

These mechanisms would be activated by any EU nation that may suddenly find itself in a scenario of
‘extensive damage’ or ‘total destruction’, e.g, due to extreme weather or geological events, or war. This
‘emergency preparedness strategy’ would take advantage of the inter-related structures and procedures -
including regulatory processes- within the EU, and of its geographical extension.

Implement a dynamic assessment of the social impact of technology and its perception

Al-mediated technologies for medicine, healthcare and wellbeing could be subjected to an ‘ethical and social
assessment’ beyond currently required technical requisites (e.g., for CE mark). This additional analysis would
be partially inspired by the Ethical Appraisal of European Research Council projects and integrated with
existing regulatory processes, including -as described- the evaluation of ‘controversy’ -and ‘potential of harm’,
including for future generations- and sustainability. This evaluation should particularly try to avoid such
unwanted effects as bias (based on demographic, ethnical or clinical, health-related features) and unfairness.

Citizens should be engaged with science and technology to contribute to and take decisions related to their
own well-being. There is a need of outreach programs for ‘informed debate’ to enhance policy and
governance to develop a secure, sustainable advancement of Al technology for the benefit of the current
European society and of future generations The proposed implementation of the social assessment of
technologies should be carried out fostering public-private mutual responsibility and partnership. It is
important to highlight that new regulatory updates should not suppose -nor be perceived as- additional,
complex, dis-encouraging bureaucracy to difficult the advancement of science and technology, but, on the
opposite, a set of reliable and trustful procedures that fosters innovation while protecting citizens from risks -
including some unknown but potentially expected- and transmit to society that products and devices that
enter the EU market have being responsibly and sustainably developed.

Defining a precautionary approach for R&D in sensitive areas
such as the decoding of cognitive brain signals
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As proposed in the JRC Report published in 2020 [5], a ‘precautionary approach’ should be employed in those
areas of Al and Al-mediated applications with higher risks of unknown, potentially damaging consequences
(e.g., modifying germlines or creating new forms of life) or conflict with human rights. Within the latter realm,
research and development of neurotechnologies related to reading, decoding and manipulation of cognitive
brain signals defines a particularly defying area.

Foster institutional and international collaboration

The availability and dissemination of reliable, trustworthy information constitute essential factors to
implement successful policies for the welfare of people and society, in daily life and, particularly, in times of
crises and extraordinary circumstances, when citizens turn to their leaders for orientation and guidance.

As highlighted by the COVID-19 pandemic, Al-mediated tools can effectively help in the design, management,
and monitoring of public health strategies, and in the dissemination of appropriate recommendations and
data. New applications, devices and platforms have opened the way to challenging advances that share
concepts from Artificial Intelligence, Medicine, Healthcare and Wellbeing. However, simultaneously, it has also
been experienced how those technologies can be employed to promote and disseminate false and misleading
information leading to serious health damage -even deaths- and deep social unrest.

Several European and international institutions conduct studies on different -yet definitely complementary-
aspects of Artificial Intelligence in Medicine, Healthcare and Wellbeing. While JRC Reports focus on science
advances and technological updates with a social perspective, other entities aim at the protection of society,
legal issues, and governance, in a rapidly evolving, truly multidisciplinary scenario. New areas arise as those
topics relate to -and are modified by- health monitoring at borders, migrations, the effects of climate change
and conflicts -as unfortunately shown by the war in Ukraine-, uncontrolled research in neurotechnologies,
human gene editing -with unknown potential effects on future generations- and malicious uses of Al-
mediated health technologies for bioterrorism.

The President of the European Commission in (September 8, 2021) declared that “early and better
information about trends [in global challenges, ... digital transformations, .., external and internal
interferences] will help us tackle such important issues in time and steer our Union in a positive direction”.

Enhanced collaboration among stakeholders would substantially the visibility and impact of their respective
contribution, with the common goal of providing policy makers -and society- with most advanced trustworthy
information and resources to lead the way and promote and educated citizen debate on the most challenging
topics.

Promote trustworthy information and an educated citizen debate

Lessons from the COVID-19 show the importance of trustworthy information about major health issues, and
the damaging consequences of the spread of ‘excessive, false, and misleading information’, i.e, of an
associated ‘information epidemic’ or ‘infodemic’, particularly in a highly digitally connected society as in
Europe.

New challenges for public health may be expected to come in the relatively near future from well-known but
‘difficult’ areas in term of their social impact (e.g., cancer, mental health) but, particularly, from controversial
new fields in which ‘flashy’ developments may suddenly happen. The latter ones include gene editing for
human augmentation -including self-experimentation medicine-, neurotechnologies -with the potential of
‘mind reading and manipulation’- and the (accidental or deliberate) propagation of novel (natural or
engineered) pathogens.

Al-mediated tools play a significant role both in the spread of infodemics and in the identification and
neutralization of malicious content. They should be fostered to promote the protection of society -particularly,
most vulnerable groups- against the effects of pernicious information (e.g., to avoid rejecting public health
measurements) while allowing for educated citizen debate, i.e., what is to be funded by taxpayers, and how to
protect future generations without hindering advances.
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Recent documents on the subject by international stakeholders (e.g., WHO Policy Briefs) should be integrated
with European studies (e.g., JRC Reports and surveys by the European Parliament and the Council of Europe),
for effective implementation in the EU.

Towards the technological sovereignty of the European Union

In the evolving international scenario, it has become clear that ‘technological sovereignty’ is major goal for
the EU, as the energy crisis in the context of the war in Ukraine has shown how the dependence of other
actors in strategic sectors may severely limit -even damage- the ability for decisions and the progress of
society. Definite actions should be implemented to retain European talent -particularly, young- and to foster
the competitiveness of EU institutions and companies, scientists, and other (e.g., requlatory) stakeholders.

5.2 Summary of contributions

This reports provides a detailed state of the art of the current and near-future applications of Artificial
Intelligence in Medicine, Healthcare and Wellbeing, particularly focused on their impact on people’s physical
and mental health and in societal and environmental welfare, including future generations. It builds on and
updates a previous analysis published in 2020.

Unexpectedly, this study is carried out under the extraordinary, historical circumstances of the COVID-19
pandemic and the war in Ukraine, with their staggering toll of victims, deaths, and migrations in Europe and
worldwide, and their subsequent effects in the health and life of persons, and in all areas of society, industry,
and economy.

In addition, there have been initial reports of the first documented use of an autonomous system to Kkill
humans, and of the first steps in the creation of hybrid life forms (‘xenobots’).

From this review, the report identifies four key expanding areas of Artificial Intelligence applications in
Medicine, Healthcare and Wellbeing in the near-future with particular significance in terms of their potential
benefits and risks, and on how they may change human behavior and affect basic rights, even for future
generations. They comprise Al tools for mental health, Al-mediated gene editing, Al tools for epidemiology
and health data monitoring, and Al-mediated neurotechnologies.

Other expanding fields refer to the social interests of Al-mediated inclusion of neurodiversity, and to the
technological developments in Al-mediated drug discovery and personalized medicine.

The analysis proposes a methodology and metrics for the assessment of the social impact of technologies,
considering their maturity, availability, controversy, and sustainability, together with an integrated overview. It
identifies novel Al-mediated challenges of very serious concern related to the protection of societies against
biological threats —potentially even affecting future generations-, and links them to the recently updated
priorities and proposed responses highlighted by the European Union, the United Nations, and the World
Health Organization.

From this discussion, it is formulated a set of policy insights in terms of challenges and recommendations
towards an effective European leadership and technological sovereignty in this sector.

35



References

Examples of references, presented according to the rules of the Interinstitutional style guide
(http://publications.europa.eu/code/en/en-250904.htm)

[1] “Artificial intelligence for Europe”. European Economic and Social Committee.
https://www.eesc.europa.eu/en/our-work/opinions-information-reports/opinions/artificial-intelligence-
europe-communication (accessed Sep. 09, 2022).

[2] “Coordinated Plan on Artificial Intelligence,” JRC Science Hub Communities.
https://ec.europa.eu/jrc/communities/en/community/digitranscope/document/coordinated-plan-artificial-
intelligence-com2018-795-final (accessed Sep. 09, 2022).

[3] “Ethics guidelines for trustworthy Al: Shaping Europe’s digital future.” https://digital-
strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai (accessed Sep. 09, 2022).

[4] “On Artificial Intelligence-A European approach to excellence and trust White Paper on Artificial
Intelligence A European approach to excellence and trust,” Eur. Comm., 2022, [Online]. Available:
https://ec.europa.eu/commission/sites/beta-political/files/political-guidelines-next-commission_en.pdf.

[5] E Gémez-Gonzalez; E Gomez-Gutiérrez, Artificial Intelligence in Medicine and Healthcare: applications,
availability and societal impact. JRC Science for Policy Report (EUR 30197 EN), European Commission,
2020.

[6] E Gomez-Gonzdlez; E Gomez-Gutierrez, Artificial Intelligence and Digital Transformation : early lessons
from the COVID-19 crisis. JRC Science for Policy Report (EUR 30306 EN), European Commission, 2020.

[7] E Gémez-Gonzalez; E Gomez-Gutierrez, The Role of Digital Technology in Health and Long-term Care
Sectors. In Health and long-term care workforce: demographic challenges and the potential contribution
of migration and digital technology. JRC Science for Policy Report (EUR 30197 EN).European Commission
2020.

[8] E Goémez-Gonzalez; E Gomez-Gutierrez, Al Watch Al Uptake in Health and Healthcare , 2020. JRC Science
Policy Report (EUR 30478 EN), European Commission, 2020.

[9] D Nepelski (ed.). “How can Europe become a global leader in Al in health?,” JRC Sci. Policy Briefs, European
Commission, 2021.

[10] B. Marr, “The Key Definitions Of Artificial Intelligence (Al) That Explain Its Importance,” Forbes, 2018.
https://www.forbes.com/sites/bernardmarr/2018/02/14/the-key-definitions-of-artificial-intelligence-ai-
that-explain-its-importance/?sh=309e849e4f5d (accessed Sep. 29, 2022).

[11] “Cambridge Dictionary,” Cambridge University Press, 2019. https://dictionary.cambridge.org/ (accessed
Sep. 29, 2022).

[12] “Proposed Regulatory Framework for Modifications to Artificial Intelligence/Machine Learning (Al/ML)-
Based Software as a Medical Device (5aMD),” FDA, 2019, Accessed: Sep. 29, 2022. [Online]. Available:
https://www.fda.gov/downloads/medicaldevices/devicerequlationandguidance/guidancedocuments/ucm51

4737 .pdf.

[13] K. Hammond, “What is artificial intelligence?,” Computer World, 2015.
https://www.computerworld.com/article/2906336/what-is-artificial-intelligence.html (accessed Sep. 29,
2022).

[14] “Proposed Regulatory Framework for Modifications to Artificial Intelligence/Machine Learning (Al/ML)-
Based Software as a Medical Device (5aMD),” FDA, 2019. https://www.fda.gov/medical-devices/software-
medical-device-samd/artificial-intelligence-and-machine-learning-software-medical-device (accessed Jul.
25, 2019).

[15] M. C. Anthony, “An introduction to non-traditional security studies : a transnational approach,” p. 276.

[16] “UK Newspapers Online and Worldwide Newspapers in English.”
https://www.thebigproject.co.uk/news/#.YzRrFXZBwaY (accessed Sep. 29, 2022).

[17] “Europe: the latest coronavirus counts, charts and maps.” https://graphics.reuters.com/world-
coronavirus-tracker-and-maps/regions/europe/ (accessed Sep. 12, 2022).

36


http://publications.europa.eu/code/en/en-250904.htm
https://www.fda.gov/downloads/medicaldevices/deviceregulationandguidance/guidancedocuments/ucm514737.pdf
https://www.fda.gov/downloads/medicaldevices/deviceregulationandguidance/guidancedocuments/ucm514737.pdf
https://www.computerworld.com/article/2906336/what-is-artificial-intelligence.html

[18] “Situation Ukraine Refugee Situation,” Operational Data Portal Ukraine Refugee Situation.
https://data.unhcr.org/en/situations/ukraine/location?secret=unhcrrestricted (accessed Sep. 12, 2022).

[19] L Majumdar Roy Choudhury et al. Letter dated 8 March 2021 from the Panel of Experts on Libya
established pursuant to resolution 1973 (2011) addressed to the President of the Security Council. United
Nations Security Council, 2021. https://documents-dds-
ny.un.org/doc/UNDOC/GEN/N21/037/72/PDF/N2103772.pdf?OpenElement.

[20] J. Dawes, “UN fails to agree on ‘killer robot’ ban as nations pour billions into autonomous weapons
research,” The Conversation, 2021. https://theconversation.com/un-fails-to-agree-on-killer-robot-ban-as-
nations-pour-billions-into-autonomous-weapons-research-173616 (accessed Sep. 29, 2022).

[21] C. Linder, “Living Robots Built from Frog Cells - Stem Cells,” Popular Mechanics.
https://www.popularmechanics.com/technology/robots/a30514544/xenobot-programmable-organism/
(accessed Jul. 25, 2022).

[22] S. Kriegman, D. Blackiston, M. Levin, and J. Bongard, “A scalable pipeline for designing reconfigurable
organisms,” Proc. Natl. Acad. Sci. U. S. A, vol. 117, no. 4, pp. 1853-1859, Jan. 2020, doi:
10.1073/pnas.1910837117.

[23] W. D. Heaven, “Al is learning how to create itself ,” MIT Technology Review.
https://www.technologyreview.com/2021/05/27/1025453/artificial-intelligence-learning-create-itself-
agi/?utm_source=engagement_email&utm_medium=email&utm_campaign=site_visitor.unpaid.engageme
nt&utm_term=ai.most.read21&utm_content=12.15.21.non-subs&mc_cid=2 (accessed Aug. 03, 2022).

[24] K. J. Wu, “Scientists Assemble Frog Stem Cells Into First ‘Living Machines’”, Smithsonian, 2020.
https://www.smithsonianmag.com/innovation/scientists-assemble-frog-stem-cells-first-living-machines-
180973947/ (accessed Sep. 29, 2022).

[25] M. A. Makary and M. Daniel, “Medical error—the third leading cause of death in the US,” BMJ, vol. 353,
May 2016, doi: 10.1136/BMJ.I2139.

[26] “Fatality facts 2020. State by state,” IIHS. https://www.iihs.org/topics/fatality-statistics/detail/state-
by-state (accessed Sep. 30, 2022).

[27] “Speech by President von der Leyen at the World Health Summit”, European Commission.
https://ec.europa.eu/commission/presscorner/detail/en/speech_21_5521 (accessed Aug. 04, 2022).

[28] “Health Emergency Preparedness and Response Authority”, European Commission.
https://ec.europa.eu/info/departments/health-emergency-preparedness-and-response-authority_en
(accessed Sep. 08, 2022).

[29] General Assembly, “Seventy-fifth session Agenda item 128 (a) Strengthening of the United Nations
system: strengthening of the United Nations system Our Common Agenda Report of the Secretary-
General,” 2021.

[30] I. Tzinis, “Technology Readiness Level,” NASA.
https://www.nasa.gov/directorates/heo/scan/engineering/technology/technology_readiness_level (accessed
Sep. 08, 2022).

[31] “Technology readiness level (TRL),” EURAXESS. https://cdnl.euraxess.org/career-
development/researchers/manual-scientific-entrepreneurship/major-steps/trl (accessed Sep. 08, 2022).

[32] “Universal Declaration of Human Rights,” United Nations. https://www.ohchr.org/en/human-
rights/universal-declaration/translations/english (accessed Sep. 08, 2022).

[33] “Human Rights Indicators: A Guide for Measurement and Implementation,” United Nations.
https://www.ohchr.org/en/publications/policy-and-methodological-publications/human-rights-indicators-
guide-measurement-and (accessed Sep. 08, 2022).

[34] “Vulnerable Groups,” United Nations. https://www.un.org/en/fight-racism/vulnerable-groups (accessed
Sep. 08, 2022).

[35] “Sustainable Development Goals,” United Nations Development Programme.
https://www.undp.org/sustainable-development-goals (accessed Sep. 08, 2022).

[36] “Algorithmic impact assesment: a case study in healthcare,” Ada Lovelace Inst., no. September, pp.
169-232, 2022, [Online]. Available: www.impact-test.co.uk.

37


https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/037/72/PDF/N2103772.pdf?OpenElement
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N21/037/72/PDF/N2103772.pdf?OpenElement

[37] R. Binns, “Algorithmic Accountability and Public Reason,” Philos. Technol,, vol. 31, no. 4, pp. 543-556,
2018, doi: 10.1007/513347-017-0263-5.

[38] Z Kallenborn. "Giving an Al control of nuclear weapons: What could possibly go wrong?". The Bulletin
of Atomic Scientists, 2022.

[39] K. D. Atherton, “Russia’s research with the Marker robot, explained”, Popular Science.
https://www.popsci.com/technology/russia-completes-research-on-marker-robot/ (accessed Aug. 04,
2022).

[40] A. Holland Michel, Known Unkowns: Data Issues and Military Autonomous Systems. United Nations
Institute For Disarmament Research (UNIDIR), 2021.

[41] K. D. Atherton, “How do you make Al trustworthy? Here’s the Pentagon’s plan,” Popular Science, 2021.
https://www.popsci.com/technology/dod-ai-trust/ (accessed Oct. 26, 2021).

[42] Michael Moran, “Killer Al drones ‘hunted down humans without being told to’ warns bombshell UN
report,” Daily Star, 2021. https://www.dailystar.co.uk/news/world- news/killer-ai-drones-hunted-down-
24203431.

[43] K. D. Atherton, “Autonomous war machines could make costly mistakes on future battlefields,”
Popular Science, 2021. https://www.popsci.com/technology/autonomous-machines-mistakes-un-institute-
report/ (accessed Oct. 26, 2021).

[44] C. Linder, “Why It’s So Hard For the Human Brain to Multitask”, Popular Mechanics.
https://www.popularmechanics.com/science/a38349973/conscious-brain-multitasking/ (accessed Aug. 03,
2022).

[45] A. Shapson-Coe et al. A connectomic study of a petascale fragment of human cerebral cortex.
bioArxiv, 2021. https://www.biorxiv.org/content/10.1101/2021.05.29.446285v1

[46] M. Eisenstein, “Closing in on a complete human genome”, Nature, vol. 590, no. 7847, pp. 679-681,
Feb. 2021, doi: 10.1038/D41586-021-00462-9.

[47] G. A. Fowler, “You agreed to what? Doctor check-in software harvests your health data”, The
Washington Post, 2022. https://www.washingtonpost.com/technology/2022/06/13/health-privacy/.

[48] E. Nakashima, “U.S. officials caution companies about risks of working with Chinese entities in Al and
biotech”, The Washington Post, 2021. https://www.washingtonpost.com/national-security/us-officials-
caution-companies-about-risks-of-working-with-chinese-entities-in-ai-and-
biotech/2021/10/21/d8e8e300-32c1-11ec-9241-aad8e48f01ff_story.html (accessed Oct. 26, 2021).

[49] “DeepMind faces legal action over NHS data use”, BBC, 2021. https://www.bbc.com/news/technology-
58761324.

[50] A. Rana, “U.S., EU advance talks to protect data transfers,” Reuters, 2021.
https://www.reuters.com/technology/us-eu-advance-talks-protect-data-transfers-wsj-2021-09-10/.

[51] J. E. Barnes, “U.S. Warns of Efforts by China to Collect Genetic Data”, The New York Times, 2021.
https://www.nytimes.com/2021/10/22/us/politics/china-genetic-data-collection.html (accessed Oct. 26,
2021).

[52] Scott Pink, “What China’s new data privacy law means for US tech firms”, TechCrunch, 2021.
https://techcrunch.com/2021/09/09/what-chinas-new-data-privacy-law-means-for-us-tech-firms/
(accessed Oct. 26, 2021).

[53] “The next biotech superpower”, Nat. Biotechnol. 2019 3711, vol. 37, no. 11, pp. 1243-1243, Nov.
2019, doi: 10.1038/s41587-019-0316-7.

[54] R. Kumar, “Can Afghanistan’s underground ‘sneakernet’ survive the Taliban?,” MIT Technology Review.
https://www.technologyreview.com/2021/11/26/1040459/afghanistan-sneakernet-content-dealers-kars-
taliban/?utm_source=engagement_email&utm_medium=email&utm_campaign=site_visitor.unpaid.engag
ement&utm_content=01.09.22.non-subs&mc_cid=2c592bab7f&mc_eid=77848f (accessed Aug. 05,
2022).

[55] E. Guo and H. Noori, “This is the real story of the Afghan biometric databases abandoned to the
Taliban”, MIT Technology Review. https://www.technologyreview.com/2021/08/30/1033941/afghanistan-
biometric-databases-us-military-40-data-points/ (accessed Aug. 03, 2022).

38


https://www.washingtonpost.com/technology/2022/06/13/health-privacy/
https://www.reuters.com/technology/us-eu-advance-talks-protect-data-transfers-wsj-2021-09-10/

[56] “The Taliban reportedly have control of US biometric devices - a lesson in life-and-death
consequences of data privacy”, The Conversation. https://theconversation.com/the-taliban-reportedly-
have-control-of-us-biometric-devices-a-lesson-in-life-and-death-consequences-of-data-privacy-166465
(accessed Aug. 03, 2022).

[57] J. Lynch, “From Fingerprints to DNA: Biometric Data Collection in U.S. Immigrant Communities and
Beyond”, SSRN Electron. J., Aug. 2012, doi: 10.2139/SSRN.2134481.

[58] M. Hu, “Biometric Cyberintelligence and the Posse Comitatus Act”, SSRN Electron. J., Dec. 2016, doi:
10.2139/SSRN.2886575.

[59] C. Vallance, “Afghanistan: Will fingerprint data point Taliban to targets?”, BBC News.
https://www.bbc.com/news/technology-58245121 (accessed Aug. 03, 2022).

[60] I. C. Campbell, “The Taliban may have seized biometric data that can ID US allies in Afghanistan”, The
Verge. https://www.theverge.com/2021/8/18/22630686/biometric-data-afghanistan-taliban-hiide-civilians
(accessed Aug. 03, 2022).

[61] S. Clement, "Biological threats: technological progress and the spectre of bioterrorism in the post-
covid-19 era", NATO Science and Technology Committee, 2021.

[62] M. Knutzen, “Synthetic Bioweapons Are Coming”’, U.S. Naval Institute.
https://www.usni.org/magazines/proceedings/2021/june/synthetic-bioweapons-are-coming (accessed Aug.
05, 2022).

[63] “Speech by President von der Leyen at the World Health Summit”,
https://ec.europa.eu/commission/presscorner/detail/en/speech_21_5521 (accessed Aug. 04, 2022).

[64] United Nations, “Our Common Agenda. Report of the Secretary-General”, vol. 10748, no. August,
2021.

[65] “Bioterrorism”, Interpol. https://www.interpol.int/Crimes/Terrorism/Bioterrorism (accessed Sep. 08,
2022).
[66] Europol, European Union Terrorism Situation and trend report. Luxembourg: Publications Office of the

European Union, 2021.

[67] “COVID-19 and future pandemics: the spectre of bioterrorism”, UNICRI, 2020.
https://unicri.it/sites/default/files/2020-07/Concept Note_Webinar_COVID-
19_and_future_pandemics_the_spectre_of_bioterrorism.pdf (accessed Sep. 08, 2022).

[68] A. Townsend-Drake, D. Harvin, and C. Sellwood, “Bioterrorism: Applying the Lens of COVID-19-Report
20217, Count. Terror. Prep. Netw., 2021.

[69] S. Clement, “Biological Threats: Technological progress and the spectre of bioterrorism in the post-
COVID-19 era”, Sci. Technol. Comm., 2021.

[70] J.-M. Rickli and M. lenca, “The Security and Military Implications of Neurotechnology and Artificial
Intelligence,” pp. 197-214, 2021, doi: 10.1007/978-3-030-64590-8_15.

[71] L. Howes, “A toxic twist on Al for drug design”, Chemical and Engineering News.
https://cen.acs.org/policy/chemical-weapons/toxic-twist-Al-drug-design/100/i17 (accessed Aug. 08, 2022).

[72] Laura Howes, “Confronting Al’s toxic potential”, C&EN Glob. Enterp., vol. 100, no. 17, pp. 19-21, May
2022, doi: 10.1021/CEN-10017-FEATURE?Z.

[73] F. Urbina, F. Lentzos, C. Invernizzi, and S. Ekins, “Dual use of artificial-intelligence-powered drug
discovery”, vol. 4, no. 3, pp. 189-191, Mar. 2022, Accessed: Jul. 22, 2022. [Online]. Available:
https://www.nature.com/articles/s42256-022-00465-9.

[74] S. Costanzi, C. K. Slavick, J. M. Abides, G. D. Koblentz, M. Vecellio, and R. T. Cupitt, “Supporting the fight
against the proliferation of chemical weapons through cheminformatics”, Pure Appl. Chem., 2022, doi:
10.1515/PAC-2021-1107.

[75] “How to tweak drug-design software to create chemical weapons”, The Economist.
https://www.economist.com/science-and-technology/how-to-tweak-drug-design-software-to-create-
chemical-weapons/21808200 (accessed Aug. 08, 2022).

39


https://www.nature.com/articles/s42256-022-00465-9

[76] R. B. Raffa et al,, “Commentary: Unexpected Novel Chemical Weapon Agents Designed by Innocuous
Drug-Development Al (Artificial Intelligence) Algorithm,” Pharmacol. &amp; Pharm., vol. 13, no. 7, pp.
225-229, Jul. 2022, doi: 10.4236/PP.2022.137018.

[77] “Al Drug Discovery Systems Might Be Repurposed to Make Chemical Weapons, Researchers Warn”,
https://www.scientificamerican.com/article/ai-drug-discovery-systems-might-be-repurposed-to-make-
chemical-weapons-researchers-warn/ (accessed Aug. 08, 2022).

[78] P. Pawlak, “Understanding Hybrid Threats,” a glance, no. June, 2015, [Online]. Available:
https://www.europarl.europa.eu/RegData/etudes/ATAG/2015/564355/EPRS_ATA(2015)564355_EN.pdf

[79] “What is NATO doing to address hybrid threats?,” North Atlantic Treaty Organization, Apr. 21, 2021.
https://www.nato.int/cps/en/natohg/news_183004.htm (accessed Sep. 15, 2022).

[80] “Mid-Decade Challenges to National Competitiveness”, SCSP, 2022.

[81] A. Miller, “Bioweapons Designed by Al: a ‘Very Near-Term Concern,” Schmidt Says”, Air & Space Forces
Magazine, 2022. https://www.airandspaceforces.com/bioweapons-designed-by-ai-a-very-near-term-
concern-schmidt-says/?utm_source=feedly&utm_medium=rss&utm_campaign=bioweapons-designed-by-
ai-a-very-near-term-concern-schmidt-says (accessed Sep. 15, 2022).

[82] Harikesh, P.C,, Yang, CY., Tu, D. et al. Organic electrochemical neurons and synapses with ion
mediated spiking. Nat Commun 13, 901 (2022). https://doi.org/10.1038/s41467-022-28483-6

[83] X. Ji et al,, “Mimicking associative learning using an ion-trapping non-volatile synaptic organic
electrochemical transistor”, Nat. Commun., vol. 12, no. 1, pp. 1-12, 2021, doi: 10.1038/s41467-021-
22680-5.

[84] S. Dimitropoulos, “Dyson Sphere could resurrect humans back from the dead, researches says,”
Popular Mechanics. https://www.popularmechanics.com/science/a35788050/dyson-sphere-digital-
resurrection-immortality/ (accessed Jun. 27, 2022).

[85] C. Feehly, Can minds persist when they are cut off from the world?, Live Science, 2022.
https://www livescience.com/can-brain-survive-in-vat

[86] T. Bayne, A. K. Seth, and M. Massimini, “From Complexity to Consciousness”, Trends Neurosci., vol. 43,
no. 8, pp. 546-547, Aug. 2020, doi: 10.1016/J.TINS.2020.05.008.

[871] Advancing the Science and Technology of Memory, https://nectome.com.

[88] S. Zeitchik, “Is artificial intelligence about to transform the mammogram?”, The Washington Post.
https://www.washingtonpost.com/technology/2021/12/21/mammogram-artificial-intelligence-cancer-
prediction/ (accessed Jun. 27, 2022).

[89] A. Yala et al,, “Multi-Institutional Validation of a Mammography-Based Breast Cancer Risk Model,” J.
Clin. Oncol., vol. 40, no. 16, pp. 1732-1740, Jun. 2022, doi: 10.1200/JC0.21.01337.

[901] Our management of genetic information, your patients' answers. https://healthincode.com/en/.

[91] P. J. Ballester and J. Carmona, “Artificial intelligence for the next generation of precision oncology”,
NPJ Precis. Oncol,, vol. 5, no. 1, 2021, doi: 10.1038/s41698-021-00216-w.

[92] K. BH, H. A, and A. HJWL, “Artificial intelligence for clinical oncology”, Cancer Cell, vol. 39, no. 7, pp.
916-927, Jul. 2021, doi: 10.1016/J.CCELL.2021.04.002.

[93] Diaz-Pinto, A, Ravikumar, N., Attar, R. et al. Predicting myocardial infarction through retinal scans and
minimal personal information. Nat Mach Intell 4, 55-61 (2022). https://doi.org/10.1038/s42256-021-
00427-7.

[94] A. Diaz-Pinto et al,, “Predicting myocardial infarction through retinal scans and minimal personal
information”, Nat. Mach. Intell,, vol. 4, no. 1, pp. 55-61, Jan. 2022, doi: 10.1038/542256-021-00427-7.

[95] J. Hall, “Al Assessment of PET/CT May Hold ‘Major Promise’ for Predicting Heart Attack Risk”,
Diagnostic Imaging. https://www.diagnosticimaging.com/view/ai-assessment-of-pet-ct-may-hold-major-
promise-for-predicting-heart-attack-risk (accessed Aug. 04, 2022).

[96] E. Beede et al,, “A Human-Centered Evaluation of a Deep Learning System Deployed in Clinics for the
Detection of Diabetic Retinopathy”, Conf. Hum. Factors Comput. Syst. - Proc., 2020, doi:
10.1145/3313831.3376718.

40


https://nectome.com/

[97] C. J. Kelly, A. Karthikesalingam, M. Suleyman, G. Corrado, and D. King, “Key challenges for delivering
clinical impact with artificial intelligence”, BMC Med.,, vol. 17, no. 1, Oct. 2019, doi: 10.1186/512916-019-
1426-2.

[98] K Lekadir et al. Artificial intelligence in healthcare Applications, risks, and ethical and societal impacts.
European Parliamentary Research Service, Scientific Foresight Unit (STOA), 2022.
https://www.europarl.europa.eu/RegData/etudes/STUD/2022/729512/EPRS_STU(2022)729512_EN.pdf

[99] Towards the Development of guidance on ethics and governance of artificial intelligence for health,
no. October. World Health Organization, 2019.

[100] M. Vestager, “Europe fit for the Digital Age: Commission proposes new rules and actions for
excellence and trust in Artificial Intelligence”, Eur. Comm., no. April, pp. 1-8, 2021.

[101] C. Cagnin, S. Muench, F. Scapolo, E. Stérmer, and L. Vesnic-Alujevic, Shaping and securing the EU’s
open strategic autonomy by 2040 and beyond. Luxembourg: Publications Office of the European Union,
2021.

[102] N.Wallace, “Europe plans to strictly regulate high-risk Al technology”, Science, 2020.
https://www.science.org/content/article/europe-plans-strictly-regulate-high-risk-ai-technology (accessed
Oct. 27, 2021).

[103] EIT Health and McKinsey & Company, “Transforming healthcare with Al. The impact on the workforce
and organizations”, 2020.

[104] P.-H.C Chen, C. H. Mermel, and Y. Liu, “Evaluation of artificial intelligence on a reference standard
based on subjective interpretation”, Lancet Digit. Heal,, no. C, pp. 693-695, 2021, doi: 10.1016/s2589-
7500(21)00216-8.

[105] S.Lynch, “State of Al in 10 Charts”, Stanford University. https://hai.stanford.edu/news/state-ai-10-
charts (accessed Aug. 05, 2022).

[106] S.R.Arnstein, “A Ladder of Citizen Participation”, J. Am. Plan. Assoc., vol. 85, no. 1, pp. 24-34, 2019,
doi: 10.1080/01944363.2018.1559388.

[107] M. L. Paul, “People are paying thousands to clone their pets with ViaGen Pets”, The Washington Post.
https://www.washingtonpost.com/nation/2022/04/11/clone-pets-cat-science/ (accessed Aug. 04, 2022).

[108] M. Gomez Ruiz, “Present and future of robotic surgery”, Ann. Mediterr. Surg., vol. 2, no. 1, pp. 1-2,
2019, doi: 10.22307/2603.8706.2019.01.001.

[109] L. Wynants et al,, “Prediction models for diagnosis and prognosis of covid-19: Systematic review and
critical appraisal”, BMJ, vol. 369, 2020, doi: 10.1136/bmj.m1328.

[110] W.D. Heaven, “Hundreds of Al tools have been built to catch COVID. None of them helped”, MIT
Technol. Rev., p. 2021, 2021, [Online]. Available:
https://www.technologyreview.com/2021/07/30/1030329/machine-learning-ai-failed-covid-hospital-
diagnosis-pandemic/.

[111] K Hao, “Doctors are using Al to triage covid-19 patients. The tools may be here to stay”, MIT
Technology Review, 2020.

[112] S.Chen, J. Yang, W. Yang, C. Wang, and T. Barnighausen, “COVID-19 control in China during mass
population movements at New Year”, Lancet, vol. 395, no. 10226, pp. 764-766, 2020, doi:
10.1016/50140-6736(20)30421-9.

[113] M. Roberts et al,, “Common pitfalls and recommendations for using machine learning to detect and
prognosticate for COVID-19 using chest radiographs and CT scans”, Nat. Mach. Intell,, vol. 3, no. 3, pp.
199-217, 2021, doi: 10.1038/s42256-021-00307-0.

[114] K. Suzuki, “Pixel-based machine learning in medical imaging”, Int. J. Biomed. Imaging, vol. 2012, no.
May, 2012, doi: 10.1155/2012/792079.

[115] K Jaidka, S. Giorgi, H. A. Schwartz, M. L. Kern, L. H. Ungar, and J. C. Eichstaedt, “Estimating geographic
subjective well-being from Twitter: A comparison of dictionary and data-driven language methods”, Proc.
Natl. Acad. Sci., vol. 117, no. 19, pp. 10165-10171, May 2020, doi: 10.1073/pnas.1906364117.

41



[116] I Tuomi, The Impact of Artificial Intelligence on Learning, Teaching, and Education Policies.
Luxembourg: Publications Office of the European Union, 2018.

[117]1 J.Kahn and J. Hopkins (Eds.), Digital Contact Tracing for Pandemic Response. Johns Hopkins
University Press, 2020.

[118] I von Borzyskowski, A. Mazumder, B. Mateen, and M. Wooldridge, “Data science and Al in the age of
COVID-19”, 2021. Available: https://www.gov.uk/government/publications/covid-19-repository-and-public-
attitudes-retrospective.

[119] E. Santus et al,, “Artificial Intelligence—Aided Precision Medicine for COVID-19: Strategic Areas of
Research and Development,” J. Med. Internet Res., vol. 23, no. 3, p. 22453, Mar. 2021, doi:
10.2196/22453.

[120] M. van der Schaar, “Responding to COVID-19 with Al and machine learning”, 2020.
https://www linkedin.com/pulse/responding-covid-19-ai-machine-learning-mihaela-van-der-schaar.

[121] 1. Harrus and J. Wyndham, “Applications and impact assessment”, 2021. Available:
https://www.aaas.org/sites/default/files/2021-05/AlandCOVID19_2021_FINAL.pdf.

[122] A Regalado, “Covid variant tracking”, MIT Technology Review.
https://www.technologyreview.com/2022/02/23/1044975/covid-19-variant-tracking-scientists/ (accessed
Aug. 05, 2022).

[123] S. 0. Arik, “A prospective evaluation of Al-augmented epidemiology to forecast COVID-19 in the USA
and Japan”, Nature, 2021, doi: https://doi.org/10.1038/s41746-021-00511-7.

[124] “Beauty Is Personal: How smart data and Al customized the cosmetics experience”, The New York
Times. https://www.nytimes.com/paidpost/sas/ulta-beauty/beauty-is-personal.html (accessed Aug. 03,
2022).

[125] Singh K. Cosmetic Surgery in Teenagers: To Do or Not to Do J Cutan Aesthet Surg. 2015. doi:
10.4103/0974-2077.155091

[126] E Baker-White. Leaked Audio From 80 Internal TikTok Meetings Shows That US User Data Has Been
Repeatedly Accessed From China. Buzzfeednews .
https://www.buzzfeednews.com/article/emilybakerwhite/tiktok-tapes-us-user-data-china-bytedance-
access.

[127] P.Y. Cheah and J. Piasecki, “Data Access Committees”, BMC Med. Ethics, vol. 21, no. 1, Feb. 2020, doi:
10.1186/512910-020-0453-7.

[128] K. L. Boyd, “Datasheets for Datasets help ML Engineers Notice and Understand Ethical Issues in
Training Data”, Proc. ACM Human-Computer Interact., vol. 5, no. CSCW2, Oct. 2021, doi:
10.1145/3479582.

[129] W.D. Heaven, “Synthetic data for Al”, MIT Technology Review.
https://www.technologyreview.com/2022/02/23/1044965/ai-synthetic-data-2/ (accessed Aug. 05, 2022).

[130] A Martinez-Millana et al. Artificial intelligence and its impact on the domains of universal health
coverage, health emergencies and health promotion: An overview of systematic reviews. International
Journal of Medical Informatics, 166, 2022. https://doi.org/10.1016/j.ijmedinf.2022.104855.

[131] Use of artificial intelligence on the rise, but its impact on health still limited, new study finds. World
Health Organization, 2022. https://www.who.int/europe/news/item/27-09-2022-use-of-artificial-
intelligence-on-the-rise--but-its-impact-on-health-still-limited--new-study-finds

[132] K Palla. The Rise Of Digital Twin Technology. Forbes, 2022.
https://www.forbes.com/sites/forbestechcouncil/2022/08/03/the-rise-of-digital-twin-
technology/?sh=7e663ba52f97

[133] “Isomorphic Labs announces first phase of management team”,
https://www.isomorphiclabs.com/newsroom (accessed Aug. 03, 2022).

[134] Isomorphic Labs. https://www.isomorphiclabs.com/newsroom.

[135] E. Callaway, “The entire protein universe’: Al predicts shape of nearly every known protein”, Nature,
vol. 608, no. 7921, pp. 15-16, Aug. 2022, doi: 10.1038/d41586-022-02083-2.

42


https://www.gov.uk/government/publications/covid-19-repository-and-public-attitudes-retrospective
https://www.gov.uk/government/publications/covid-19-repository-and-public-attitudes-retrospective
https://www.forbes.com/sites/forbestechcouncil/2022/08/03/the-rise-of-digital-twin-technology/?sh=7e663ba52f97
https://www.forbes.com/sites/forbestechcouncil/2022/08/03/the-rise-of-digital-twin-technology/?sh=7e663ba52f97

[136] D. Castelvecchi, “DeepMind Al tackles one of chemistry’s most valuable techniques”, Nature, vol. 600,
no. 7889, p. 371, Dec. 2021, doi: 10.1038/D41586-021-03697-8.

[137] K Hao, “The true dangers of Al are closer than we think”, MIT Technology Review, 2020.
https://www.technologyreview.com/2020/10/21/1009492/william-isaac-deepmind-dangers-of-
ai/?truid=&utm_source=acquisition_email&utm_medium=email&utm_campaign=tr_subscription.unpaid.a
cquisition&utm_term=10.25.21.algo-preview&utm_content=oct21-acq&mc_cid=a46b (accessed Oct. 26,
2021).

[138] B. Stai et al,, “Public Perceptions of Artificial Intelligence and Robotics in Medicine”, J. Endourol,, vol.
34, no. 10, pp. 1041-1048, Oct. 2020, doi: 10.1089/end.2020.0137.

[139] J.P.Richardson et al,, “Patient apprehensions about the use of artificial intelligence in healthcare”,
NPJ Digit. Med. 2021 41, vol. 4, no. 1, pp. 1-6, Sep. 2021, doi: 10.1038/s41746-021-00509-1.

[140] W.D. Heaven, “Al for protein folding”, MIT Technology Review.
https://www.technologyreview.com/2022/02/23/1044957/ai-protein-folding-deepmind/ (accessed Aug. 05,
2022).

[141] M. Eisenstein, “Artificial intelligence powers protein-folding predictions”, Nature, vol. 599, no. 7886,
pp. 706-708, Nov. 2021, doi: 10.1038/D41586-021-03499-Y.

[142] E. Callaway, “It will change everything: DeepMind’s Al makes gigantic leap in solving protein
structures”, Nature, vol. 588, no. 7837, pp. 203-204, 2020, doi: 10.1038/d41586-020-03348-4.

[143] K. D. Atherton, “How AMIGOS will help military mechanics and medics”, Popular Science.
https://www.popsci.com/technology/darpa-funded-amigos-program/ (accessed Aug. 03, 2022).

[144] S. A Wartman and C. D. Combs, “Reimagining medical education in the age of Al”, AMA J. Ethics, vol.
21, no. 2, pp. 146-152, Feb. 2019, doi: 10.1001/AMAJETHICS.2019.146.

[145] M. Katell et al,, “Toward situated interventions for algorithmic equity: Lessons from the field”, FAT*
2020 - Proc. 2020 Conf. Fairness, Accountability, Transpar., pp. 45-55, 2020, doi:
10.1145/3351095.3372874.

[146] M. A Madaio, L. Stark, J. Wortman Vaughan, and H. Wallach, “Co-Designing Checklists to Understand
Organizational Challenges and Opportunities around Fairness in Al”, Conf. Hum. Factors Comput. Syst. -
Proc., 2020, doi: 10.1145/3313831.3376445.

[147] L. Floridi, “Translating Principles into Practices of Digital Ethics: Five Risks of Being Unethical”, Philos.
Technol,, vol. 32, no. 2, pp. 185-193, Jun. 2019, doi: 10.1007/513347-019-00354-X.

[148] L. Rein, “Veterans put at risk by failures in $16 billion digital health system, watchdog finds”, The
Washington Post. https://www.washingtonpost.com/elections/2022/03/17/veterans-health-records-failure/
(accessed Aug. 04, 2022).

[149] A Saxena, N Brault, Shazia Rashid (eds.). Big Data and Artificial Intelligence for Healthcare
Applications. CRC Press, 2021.

[150] K. Crawford, “WORLD VIEW Regulate facial-recognition technology”, Nature, vol. 572, p. 565, 2019.

[151] J.Zou and L. Schiebinger, “Ensuring that biomedical Al benefits diverse populations”, EBioMedicine,
vol. 67, p. 103358, 2021, doi: 10.1016/j.ebiom.2021.103358.

[152] M. E. Matheny, D. Whicher, and S. Thadaney Israni, “Artificial Intelligence in Health Care: A Report
from the National Academy of Medicine”, JAMA - J. Am. Med. Assoc,, vol. 323, no. 6, pp. 509-510, Feb.
2020, doi: 10.1001/JAMA.2019.21579.

[153] JessicaMorley, “The ethics of Al in health care: A mapping review”, ScienceDirect, 2020, doi:
https://www.scihttps://doi.org/10.1016/j.socscimed.2020.113172.

[154] J.He, “The practical implementation of artificial intelligence technologies in medicine”, Nat. Med.,
2019, doi: 10.1038/s41591-018-0307-0 (2019).

[155] J.Lukose, S. Chidangil, and S. D. George, “Optical technologies for the detection of viruses like COVID-
19: Progress and prospects,” Biosens. Bioelectron., vol. 178, no. January, p. 113004, 2021, doi:
10.1016/j.bios.2021.113004.

43



[156] M. Matheny, S. T. Israni, and M. Ahmed, “Artifical Intellingence in Health Care”, Natl. Acad. Med., pp. 1-
269, 2018.

[157] M. Sendak et al., “The human body is a black box’: Supporting clinical decision-making with deep
learning”, Proc. 2020 Conf. Fairness, Accountability, Transpar., pp. 99-109, 2020, doi:
10.1145/3351095.3372827.

[158] S. Kundu, “Al in medicine must be explainable”, Nat. Med. 2021 278, vol. 27, no. 8, pp. 1328-1328,
Jul. 2021, doi: 10.1038/s41591-021-01461-z.

[159] K. Friedrich, “To Prevent Injury, Computers Will Predict When Soldiers Are Tired”, Popular Mechanics.
https://www.popularmechanics.com/military/a40863214/soldiers-injury-risk-machine-learning/ (accessed
Sep. 12, 2022).

[160] J.D. McKinnon, “Texas Sues Meta Over Facebook’s Facial-Recognition Practices”, The Wall Street
Journal. https://www.wsj.com/articles/texas-sues-meta-over-facebooks-facial-recognition-practices-
11644854794?mod=hp_lead_pos5 (accessed Aug. 04, 2022).

[161] J. Hendler, “Government agencies are tapping a facial recognition company to prove you're you —
here’s why that raises concerns about privacy, accuracy and fairness”, The Conversation.
https://theconversation.com/government-agencies-are-tapping-a-facial-recognition-company-to-prove-
youre-you-heres-why-that-raises-concerns-about-privacy-accuracy-and-fairness-175817 (accessed Aug.
04, 2022).

[162] “A Face Search Engine Anyone Can Use Is Alarmingly Accurate”, The New York Times.
https://www.nytimes.com/2022/05/26/technology/pimeyes-facial-recognition- search.html (accessed Aug.
03, 2022).

[163] D. Harwell, “Clearview Al to stop selling facial recognition tool to private firms”, The Washington Post.
https://www.washingtonpost.com/technology/2022/05/09/clearview-illinois-court-settlement/ (accessed
Jun. 27, 2022).

[164] H. Guinness, “Facial analysis: What Microsoft and others are doing”, Popular Science.
https://www.popsci.com/technology/microsoft-removes-facial-recognition-tools/ (accessed Jun. 27, 2022).

[165] K. Ottesen, “Antiabortion leader Marjorie Dannenfelser: “You can never build human rights on the
broken rights of other people””, The Washington Post.
https://www.washingtonpost.com/lifestyle/magazine/antiabortion-leader-marjorie-dannenfelser-you-can-
never-build-human-rights-on-the-broken-rights-of-other-people/2022/01/06/e35b8522-5873-11ec-
aB808-3197a22b19fa_story.html (accessed Aug. 04, 2022).

[166] J.Jargon, “Menopause Apps and Telehealth Services Can Help Women Take Charge, but Proceed With
Caution”, The Wall Street Journal. https://www.wsj.com/articles/menopause-apps-and-telehealth-services-
can-help-women-take-charge-but-proceed-with-caution-11649476437?mod=wsjhp_columnists_pos3
(accessed Aug. 04, 2022).

[167]1 A Frost, “Your fertility app is not smart, but you can make it better”, Popular Science.
https://www.popsci.com/diy/fertility-apps-fails/ (accessed Aug. 04, 2022).

[168] S.McCallum, “Period tracking apps warning over Roe v Wade case in US”, BBC News.
https://www.bbc.com/news/technology-61347934 (accessed Jun. 27, 2022).

[169] S. Perez, “Consumers swap period tracking apps in search of increased privacy following Roe v. Wade
ruling”, Tech Crunch. https://techcrunch.com/2022/06/27/consumers-swap-period-tracking-apps-in-
search-of-increased-privacy-following-roe-v-wade-ruling/?guccounter=1 (accessed Jul. 22, 2022).

[170] K. Siek, “Fake period tracking app data won't fix privacy issues”, Popular Science.
https://www.popsci.com/technology/period-tracking-app-privacy/ (accessed Jul. 22, 2022).

[171] A Fourney, R. W. White, and E. Horvitz, “Exploring time-dependent concerns about pregnancy and
childbirth from search logs”, Conf. Hum. Factors Comput. Syst. - Proc., vol. 2015-April, pp. 737-746, Apr.
2015, doi: 10.1145/2702123.2702427.

[172] |.Soumpasis, B. Grace, and S. Johnson, “Real-life insights on menstrual cycles and ovulation using big
data”, Hum. Reprod. Open, vol. 2020, no. 2, Feb. 2020, doi: 10.1093/HROPEN/HOAAO11.

44



[173] D. A Epstein et al,, “Examining menstrual tracking to inform the design of personal informatics tools”,
Conf. Hum. Factors Comput. Syst. - Proc., vol. 2017-May, pp. 6876-6888, May 2017, doi:
10.1145/3025453.3025635.

[174] R. Layer, “Genetic mutations can be benign or cancerous — a new method to differentiate between
them could lead to better treatments”, The Conversation. https://theconversation.com/genetic-mutations-
can-be-benign-or-cancerous-a-new-method-to-differentiate-between-them-could-lead-to-better-
treatments-181413 (accessed Jun. 27, 2022).

[175] T. Shenwai, “DeepMind Introduces ‘Enformer’, A Deep Learning Architecture For Predicting Gene
Expression From DNA Sequence”, Marktechpost, 2021.
https://www.marktechpost.com/2021/10/06/deepmind-introduces-enformer-a-deep-learning-architecture-
for-predicting-gene-expression-from-dna-sequence/ (accessed Oct. 27, 2021).

[176] A.D.Marcus, “WHO Panel Issues Gene-Editing Standards Aimed at Averting DNA Dystopia”, The Wall
Street Journal, 2021. https://www.wsj.com/articles/who-panel-issues-gene-editing-standards-aimed-at-
averting-dna-dystopia-11626091200 (accessed Oct. 27, 2021).

[177]1 J.Ji, M. Robbins, J. D. Featherstone, C. Calabrese, and G. A. Barnett, “Comparison of public discussions
of gene editing on social media between the United States and China”, PLoS One, vol. 17, no. 5 May,
2022, doi: 10.1371/journal.pone.0267406.

[178] Y. Xue and L. Shang, “Governance of Heritable Human Gene Editing World-Wide and Beyond”, Int. J.
Environ. Res. Public Health, vol. 19, no. 11, p. 6739, May 2022, doi: 10.3390/IJERPH19116739.

[179] B.Bekaert, A. Boel, G. Cosemans, L. De Witte, B. Menten, and B. Heindryckx, “CRISPR/Cas gene editing
in the human germline”, Semin. Cell Dev. Biol., Mar. 2022, doi: 10.1016/J.SEMCDB.2022.03.012.

[180] D. Cyranoski, “The CRISPR-baby scandal: what's next for human gene-editing”, Nature, vol. 566, no.
7745, pp. 440-442, Feb. 2019, doi: 10.1038/D41586-019-00673-1.

[181] H.T. Greely, “CRISPR People”, The MIT Press. https://mitpress.mit.edu/books/crispr-people (accessed
Aug. 05, 2022).

[182] J.E. Adair et al, “Towards access for all: 1st Working Group Report for the Global Gene Therapy
Initiative (GGTI)”, Gene Ther., no. May, pp. 1-6, 2021, doi: 10.1038/s41434-021-00284-4.

[183] European Parliament, Genome Editing in Humans, no. June. 2022.

[184]  “WHO issues new recommendations on human genome editing for the advancement of public
health”, https://www.who.int/news/item/12-07-2021-who-issues-new-recommendations-on-human-
genome-editing-for-the-advancement-of-public-health (accessed Aug. 05, 2022).

[185]  “Human Genome editing”, World Health Organization. https://www.who.int/ethics/topics/human-
genome-editing/en/ (accessed Jul. 25, 2019).

[186] E. Frederick, “New CRISPR-based map ties every human gene to its function”, MIT News.
https://news.mit.edu/2022/crispr-based-map-ties-every-human-gene-to-its-function-0609 (accessed Aug.
05, 2022).

[187] J. M. Replogle et al, “Mapping information-rich genotype-phenotype landscapes with genome-scale
Perturb-seq”, Cell, vol. 185, no. 14, pp. 2559-2575.e28, 2022, doi: 10.1016/j.cell.2022.05.013.

[188] J. M. Replogle et al., “Combinatorial single-cell CRISPR screens by direct guide RNA capture and
targeted sequencing”, Nat. Biotechnol,, vol. 38, no. 8, pp. 954-961, 2020, doi: 10.1038/s41587-020-
0470-y.

[189] J. Cohen, “Commission charts narrow path for editing human embryos”, Science.
https://www.science.org/content/article/commission-charts-narrow-path-editing-human-embryos
(accessed Aug. 05, 2022).

[190] “What we risk as humans if we allow gene-edited babies: a philosopher’s view”, The Conversation.
https://theconversation.com/what-we-risk-as-humans-if-we-allow-gene-edited-babies-a-philosophers-
view-110498 (accessed Aug. 05, 2022).

[191] S.D. Conway and M. E. Conway, A Framework for Governance. 2008.

45



[192] Y. M. Hawsawi et al., “The State-of-the-Art of Gene Editing and its Application to Viral Infections and
Diseases Including COVID-19”, Front. Cell. Infect. Microbiol,, vol. 12, no. June, pp. 1-17, 2022, doi:
10.3389/fcimb.2022.869889.

[193]  “Questions and Answers about CRISPR”, Broad Institute. https://www.broadinstitute.org/what-
broad/areas-focus/project-spotlight/questions-and-answers-about-crispr (accessed Aug. 05, 2022).

[194] M. Shwartz, “CRISPR is a gene-editing tool that’s revolutionary, though not without risk”, Stanford
Medicine. https://stanmed.stanford.edu/2018winter/CRISPR-for-gene-editing-is-revolutionary-but-it-
comes-with-risks.html (accessed Aug. 05, 2022).

[195] L. P.Garrison, B. Jiao, and O. Dabbous, “Gene therapy may not be as expensive as people think:
challenges in assessing the value of single and short-term therapies”, J. Manag. care Spec. Pharm., vol.
27,no0. 5, pp. 674-681, May 2021, doi: 10.18553/JMCP.2021.27.5.674.

[196] J. Biswas, “Al-designed Protein Awakens Silenced Genes, CRISPR and Al Blended to Create New
Technique”, International Bussiness Times. https://www.ibtimes.co.in/scientists-use-ai-designed-protein-
awaken-silenced-genes-blend-crispr-ai-create-new-technique-846312 (accessed Aug. 03, 2022).

[197] A Kiseleva, “Somatic Genome Editing with the Use of Al: Big Promises but Doubled Legal Issues”, Eur.
J. Health Law, pp. 1-28, 2022, doi: 10.1163/15718093-bjal0079.

[198] W.G. Johnson, “Where Genome Editing and Artificial Intelligence Collide”, CSPO.
https://cspo.org/where-genome-editing-and-artificial-intelligence-collide/ (accessed Jun. 27, 2022).

[199] R.J.Blendon, M. T. Gorski, and J. M. Benson, “The Public and the Gene-Editing Revolution”, N. Engl. J.
Med., vol. 374, no. 15, pp. 1406-1411, Apr. 2016, doi: 10.1056/NEJMP1602010.

[200] “CRISPR, 10 Years On: Learning to Rewrite the Code of Life”, The New York Times.
https://www.nytimes.com/2022/06/27/science/crispr-gene-editing-10-years.html (accessed Jun. 28,
2022).

[201] B. Bekaert, A. Boel, G. Cosemans, L. De Witte, B. Menten, and B. Heindryckx, “CRISPR/Cas gene editing
in the human germline”, Semin. Cell Dev. Biol., no. November 2021, 2022, doi:
10.1016/J.5SEMCDB.2022.03.012.

[202] M. Jinek, K. Chylinski, I. Fonfara, M. Hauer, J. A. Doudna, and E. Charpentier, “A programmable dual-
RNA-guided DNA endonuclease in adaptive bacterial immunity”, Science (80-. )., vol. 337, no. 6096, pp.
816-821, Aug. 2012, doi: 10.1126/SCIENCE.12258289.

[203] E. Lutz, “CRISPR in the Classroom,” The New York Times.
https://www.nytimes.com/interactive/2022/06/27/science/crispr-anniversary- explainer.html (accessed Jun.
28, 2022).

[204] “The Many Uses of CRISPR: Scientists Tell All”, The New York Times.
https://www.nytimes.com/2022/06/27/science/crispr-science-medical-research.html (accessed Jun. 28,
2022).

[205] E. A Stadtmauer et al,, “CRISPR-engineered T cells in patients with refractory cancer”, Science (80-. ),
vol. 367, no. 6481, Feb. 2020, doi: 10.1126/SCIENCE.ABA7365.

[206] D. A. Nayarisseri, “Machine Learning, Deep Learning and Artificial Intelligence approach for predicting
CRISPR for the Cancer treatment”, in Proceedings of MOL2NET 2019, International Conference on
Multidisciplinary Sciences, 5th edition, Sep. 2019, no. September, p. 6258, doi: 10.3390/mol2net-05-
06258.

[207]1 X. Zheng, J. Cui, Y. Wang, J. Zhang, and C. Wang, “CRSIPR-A-I: a webtool for the efficacy prediction of
CRISPR activation and interference”, bioRxiv, p. 2021.12.02.470943, 2021, [Online]. Available:
https://www.biorxiv.org/content/10.1101/2021.12.02.470943v1%0Ahttps://www.biorxiv.org/content/10.11
01/2021.12.02.470943v1 abstract.

[208] C. Bock et al., “High-content CRISPR screening”, Nat. Rev. Methods Prim., vol. 2, no. 1, 2022, doi:
10.1038/s43586-021-00093-4.

[209] H. Ledford, “Super-precise new CRISPR tool could tackle a plethora of genetic diseases”, Nature, vol.
574, no. 7779, pp. 464-465, Oct. 2019, doi: 10.1038/D41586-019-03164-5.

46



[210]  Z Gorvett, “The genetic mistakes that could shape our species”, BBC.
https://www.bbc.com/future/article/20210412-the-genetic-mistakes-that-could-shape-our-species
(accessed Aug. 05, 2022).

[211]  G. Campbell, “Scotland and UK governments split over gene-edited food”, BBC News, 2022.
https://www.bbc.com/news/uk-scotland-61768920.

[212] M. Eisenstein, “Base edit your way to better crops”, Nature, vol. 604, no. 7907, pp. 790-792, 2022,
doi: 10.1038/D41586-022-01117-Z.

[213] C McFall, “China’s interest in US agriculture poses security threat, federal report warns”, Fox News.
https://www.foxnews.com/politics/china-interest-us-agriculture-poses-security-threat-federal-report-
warns (accessed Aug. 04, 2022).

[214] “Bioterror: the dangers of garage scientists manipulating DNA”, Financial Times.
https://www.ft.com/content/9ac7f1c0-1468-4dc7-88dd-1370ead42371 (accessed Aug. 05, 2022).

[215] P.L. Lau, “How gene editing could be used as a weapon, and what to do about it”, The Conversation.
https://phys.org/news/2021-11-gene-weapon.html (accessed Aug. 05, 2022).

[216] A Regalado, “Top U.S. Intelligence Official Calls Gene Editing a Weapon of Mass Destruction (WMD)
Threat”, MIT Technology Review. https://www.technologyreview.com/2016/02/09/71575/top-us-
intelligence-official-calls-gene-editing-a-wmd-threat/ (accessed Aug. 05, 2022).

[217]1 A Hagstrom, “Intelligence Committee members warn US of bioweapons targeting DNA of individual
Americans”, Fox News. https://www.foxnews.com/us/intelligence-committee-members-warn-bioweapons-
targeting-dna-individual-americans (accessed Aug. 04, 2022).

[218] T. Basu, “The metaverse has a groping problem already”, MIT Technology Review.
https://www.technologyreview.com/2021/12/16/1042516/the-metaverse-has-a-groping-
problem/?utm_source=engagement_email&utm_medium=email&utm_campaign=site_visitor.unpaid.enga
gement&utm_content=01.09.22.non-subs&mc_cid=2c592bab7f&mc_eid=77848f33bd (accessed Aug.
05, 2022).

[219] D. Costica, Artificial intelligence at EU borders Overview of applications and key issues, no. July.
European Parliamentary Research Service, 2021.

[220] Z. Obermeyer, “A machine-learning algorithm to target COVID testing of travellers”. Nat. 2021, Sep.
2021, doi: 10.1038/d41586-021-02556-w.

[221] “Greece used Al to curb COVID: what other nations can learn”, Nature, vol. 597, no. 7877, pp. 447 -
448, Sep. 2021, doi: 10.1038/D41586-021-02554-Y.

[222] B. Erzen, M. Weber, and S. Sacchetti, “How COVID-19 is changing border control”, International Centre
for Migration Policy Development, 2020. https://www.icmpd.org/news/how-covid-19-is-changing-border-
control (accessed Oct. 27, 2021).

[223] S.min Park et al,, “A mountable toilet system for personalized health monitoring via the analysis of
excreta”, Nat. Biomed. Eng. 2020 46, vol. 4, no. 6, pp. 624-635, Apr. 2020, doi: 10.1038/s41551-020-
0534-9.

[224]  P. Kiefer, “This at-home sensor monitors Parkinson’s symptoms”, Popular Science.
https://www.popsci.com/health/parkinsons-at-home-monitor/ (accessed Sep. 30, 2022).

[225] A Regalado. The creator of the CRISPR babies has been released from a Chinese prisonMIT
Technology Review, 2022. https://www.technologyreview.com/2022/04/04/1048829/he-jiankui-prison-
free-crispr-babies/

[226] S.Ben Ouaghram-Gormley, “From CRISPR babies to super soldiers: challenges and security threats
posed by CRISPR”, vol. 27, no. 4-6, pp. 367-387, 2021, doi: 10.1080/10736700.2020.1880712.

[227]  “From bioweapons to super soldiers: how the UK is joining the genomic technology arms race”, The
Conversation. https://theconversation.com/from-bioweapons-to-super-soldiers-how-the-uk-is-joining-the-
genomic-technology-arms-race-159889 (accessed Aug. 05, 2022).

[228] W. Johnson and E. Pauwels, “How to Optimize Human Biology: Where Genome Editing and Artificial
Intelligence Collide”, Wilson Briefs, no. October, 2017. Available:

47


https://www.bbc.com/news/uk-scotland-61768920

https://www.wilsoncenter.org/publication/how-to-optimize-human-biology-where-genome-editing-and-
artificial-intelligence-collide.

[229] C lIreton and J. Posetti, “Journalism, ‘Fake News’ & Disinformation: Handbook for Journalism
Education and Training”, p. 128, 2018.

[230] Jabarulla MY, Lee HN. A Blockchain and Artificial Intelligence-Based, Patient-Centric Healthcare
System for Combating the COVID-19 Pandemic: Opportunities and Applications. Healthcare (Basel). 2021.
doi: 10.3390/healthcare9081019. PMID: 34442156.

[231] “Dawes Centre for Future Crime”, https://www.ucl.ac.uk/jill-dando-institute/research/dawes-centre-
future-crime (accessed Nov. 02, 2021).

[232] “Stanford HAI”, https://hai.stanford.edu/ (accessed Nov. 02, 2021).

[233] “NeurotechEU - The European University for Brain & Technology.” https://theneurotech.eu/ (accessed
Nov. 02, 2021).

[234]  “European Centre for Disease Prevention and Control”, https://www.ecdc.europa.eu/en (accessed Nov.
02, 2021).

[235] “World Health Organization”, https://www.who.int/home (accessed Nov. 02, 2021).

[236] World Health Organization, “From Worlds Apart To a World Prepared,” p. 51, 2021, [Online]. Available:
https://apps.who.int/gpmb/assets/annual report/GPMB annualreport 2019.pdf.

[237]1 G. Bordin, M. Hristova, and E. Luque-Perez, Security and defence research in the European Union : a
landscape review : with a specific focus on man-made risks and threats intended to cause harm.
Publications Office of the European Union, 2019.

[238] NATO Science & TechnologyOrganization, “Science and Technology Trends 2020-2040,” Nato Sci.
Technol. Organ., p. 160, 2020, [Onlinel. Available: http:%5Cwww.sto.nato.int.

[239]  “NATO Science and Technology Organization.” https://www.nato.int/cps/en/natohg/topics_88745.htm
(accessed Nov. 02, 2021).

[240]  “UNICRI: United Nations Interregional Crime and Justice Research Institute.”
http://www.unicri.it/in_focus/on/unicri_centre_artificial_robotics (accessed Nov. 02, 2021).

[241] United Nations, “Office of Counter-Terrorism.” https://www.un.org/counterterrorism/ (accessed Nov.
02, 2021).

[242] “INTERPOL Innovation Centre.” https://www.interpol.int/How-we-work/Innovation/INTERPOL-
Innovation-Centre (accessed Nov. 02, 2021).

[243] “European Cybercrime Centre - EC3.” https://www.europol.europa.eu/about-europol/european-
cybercrime-centre-ec3 (accessed Nov. 02, 2021).

[244] “A Community of Users on Secure, Safe and Resilient Societies (CoU),” Eur. Comm. Disaster Risk
Manag. Knowl. Cent., 2020.

[245] Trend Micro Research, UNICRI, and EC3, “Malicious Uses and Abuses of Artificial Intelligence,” p. 80,
2020, [Online]. Available: https://www.europol.europa.eu/newsroom/news/new-report-finds-criminals-
leverage-ai-for-malicious-use-—-and-it's-not-just-deep-fakes.

[246] M. Caldwell, J. T. A. Andrews, T. Tanay, and L. D. Griffin, “Al-enabled future crime,” Crime Sci., vol. 9,
no. 1, pp. 1-4, 2020, doi: 10.1186/s40163-020-00123-8.

[247]1 S.G. Finlayson, J. D. Bowers, J. Ito, J. L. Zittrain, L. Beam, and I. S. Kohane, “Emerging vulnerabilities
demand new conversations,” Science (80-. )., vol. 363, no. 6433, pp. 1287-1290, 2019, [Online]. Available:
http://science.sciencemag.org/content/363/6433/1287.

[248]  UNICRI, “COVID-19 and future pandemics: The spectr of bioterrosism. Concept note,” United Nations
Interreq. Crime Justice Res. Inst., vol. 2019, no. December, pp. 8-9, 2018, doi: 10.1016/50022-
2836(03)00887-8.

[249]  “Al image recognition fooled by single pixel change,” BBC, 2017.
https://www.bbc.com/news/technology-41845878 (accessed Oct. 27, 2021).

48


https://apps.who.int/gpmb/assets/annual_report/GPMB_annualreport_2019.pdf
https://www.europol.europa.eu/newsroom/news/new-report-finds-criminals-leverage-ai-for-malicious-use-–-and-it’s-not-just-deep-fakes
https://www.europol.europa.eu/newsroom/news/new-report-finds-criminals-leverage-ai-for-malicious-use-–-and-it’s-not-just-deep-fakes

[250] D. Alba, “Tracking Viral Misinformation: Latest Updates,” The New York Times, 2021.
https://www.nytimes.com/live/2020/2020-election-misinformation-distortions (accessed Oct. 27, 2021).

[251] INTERPOL and UNICRI, “Artificial Intelligence and robotics for law enforcement,” no. December, 1998.

[252] R. A Berk, “Artificial Intelligence, Predictive Policing, and Risk Assessment for Law Enforcement,”
Annu. Rev. Criminol,, vol. 4, no. 1, pp. 209-237, 2021, doi: 10.1146/annurev-criminol-051520-012342.

[253] K. Miller, “How Do We Ensure that Healthcare Al is Useful?,” Stanford University.
https://hai.stanford.edu/news/how-do-we-ensure-healthcare-ai-
useful?utm_source=Stanford+HAI&utm_campaign=a13489b6f8-
Mailchimp_HAI_Newsletter_July_2022_2&utm_medium=email&utm_term=0_aaf04f4a4b-a13489b6f8-
64473563 (accessed Aug. 03, 2022).

[254] M. Schaake and J. Clark, “Stanford Launches Al Audit Challenge.”
https://hai.stanford.edu/news/stanford-launches-ai-audit-
challenge?utm_source=Stanford+HAI&utm_campaign=al3489b6f8-
Mailchimp_HAI_Newsletter_July_2022_2&utm_medium=email&utm_term=0_aaf04f4a4b-a13489b6f8-
64473563 (accessed Aug. 03, 2022).

[255] K. D. Atherton, “DARPA wants robots to learn as naturally as children do,” Popular Science.
https://www.popsci.com/technology/darpa-machine-common-sense/ (accessed Jul. 25, 2022).

[256] J. Diaz, “Aparecen drones rusos capaces de localizar y matar ucranianos por su cuenta,” El
Confidencial. https://www.elconfidencial.com/tecnologia/novaceno/2022-03-21/rusia-drone-kamikaze-
ucrania-zala-aero_3395188/ (accessed Jul. 22, 2022).

[257] 1. Diaz, “China captura datos de millones de personas para manipular Europa y EEUU,” El
Confidencial. https://www.elconfidencial.com/tecnologia/novaceno/2022-01-03/china-captura-datos-
facebook-twitter_3352765/ (accessed Aug. 03, 2022).

[258] “China’s Covid-Era Controls May Outlast the Coronavirus,” The New York Times.
https://www.nytimes.com/2022/01/30/world/asia/covid-restrictions-china-lockdown.html (accessed Aug.
04, 2022).

[259]  “Cybersecurity expert warns of reports CDC tracking COVID lockdown compliance,” Fox News.
https://www.foxnews.com/media/cybersecurity-expert-warns-reports-cdc-tracking-covid-lockdown-
compliance (accessed Jun. 27, 2022).

[260] “Al Spectral Technology COVID-19 Detection Test Achieves 95% Success Rate in Clinical Trial -
COVID-19,” LabMedica. https://www.labmedica.com/covid-19/articles/294784015/ai-spectral-technology-
covid-19-detection-test-achieves-95-success-rate-in-clinical-trial.html (accessed Aug. 03, 2022).

[261] “How China Is Policing the Future,” The New York Times.
https://www.nytimes.com/2022/06/25/technology/china-surveillance-police.html (accessed Jun. 27, 2022).

[262]  “I Used Apple AirTags, Tiles and a GPS Tracker to Watch My Husband’s Every Move,” The New York
Times. https://www.nytimes.com/2022/02/11/technology/airtags-gps-surveillance.html (accessed Aug. 04,
2022).

[263] | Qian, M Xiao, P Mozur, A Cardia. Four Takeaways From a Times Investigation Into China’s Expanding
Surveillance State , NYT, 2022. https://www.nytimes.com/2022/06/21/world/asia/china-surveillance-
investigation.html.

[264]  C. Hu, “Al could add color to night vision,” Popular Science. https://www.popsci.com/technology/ai-
infrared-night-vision-in-color/ (accessed Aug. 04, 2022).

[265] P Mozur, R Zhong, A Krolik. In Coronavirus Fight, China Gives Citizens a Color Code, With Red Flags.
NYT, 2022. https://www.nytimes.com/2020/03/01/business/china-coronavirus-surveillance.html

[266] “Our Data Is a Curse, With or Without Roe,” The New York Times.
https://www.nytimes.com/2022/06/29/technology/abortion-data-privacy.html (accessed Jul. 25, 2022).

[267] “The Planned Parenthood website shares your data with Google, others,” The Washington Post.
https://www.washingtonpost.com/technology/2022/06/29/planned-parenthood-privacy/ (accessed Jul. 25,
2022).

49



[268]  “More and more, artificial intelligence is keeping the world under watch,” The Washington Post.
https://www.washingtonpost.com/opinions/2022/06/27/more-more-artificial-intelligence-is-keeping-world-
under-watch/ (accessed Jul. 25, 2022).

[269] A Agboola, “The Secret Police | MIT Technology Review,” MIT Technology Review.
https://www.technologyreview.com/supertopic/secret-police-surveillance-investigation-minnesota/
(accessed Aug. 05, 2022).

[270] T.Ryan-Mosley and S. Richards, “After George Floyd’s murder, police built a secretive surveillance
machine in Minnesota after George Floyd’s murder,” MIT Technology Review, 2022.
https://www.technologyreview.com/2022/03/03/1046676/police-surveillance-minnesota-george-floyd/
(accessed Sep. 13, 2022).

[271]1 S.Richards and T. Ryan-Mosley, “The secret police: After protests around George Floyd’'s murder
ended, a police system for watching protesters kept going,” MIT Technology Review, 2022.
https://www.technologyreview.com/2022/03/17/1047413/secret-police-surveillance-protesters-george-
floyd-operation-safety-net/ (accessed Sep. 13, 2022).

[272] S.Richards and T. Ryan-Mosley, “Inside the app Minnesota police use collect data on journalists at
protests,” MIT Technology Review, 2022. https://www.technologyreview.com/2022/03/23/1047899/secret-
police-app-minnesota-police-journalists-protests-data/ (accessed Sep. 13, 2022).

[273] T.Ryan-Mosley and S. Richards, “Minneapolis police used traffic stops and fake social media profiles
to target communities of color,” MIT Technology Review, 2022.
https://www.technologyreview.com/2022/04/27/1051517/minneapolis-police-racial-bias-fake-social-
media-profiles-surveillance/ (accessed Sep. 13, 2022).

[274] T.Ryan-Mosley and S. Richards, “Private security groups regularly sent Minnesota police
misinformation about protestors,” MIT Technology Review, 2022.
https://www.technologyreview.com/2022/07/07/1055508/secret-police-private-security-group-minnesota-
misinformation-protestors/ (accessed Sep. 13, 2022).

[275] B.Jensen, “Johannes Eichstaedt: Exploring the Intersection of Psychology and Al,” HAI, Stanford
University. https://hai.stanford.edu/news/johannes-eichstaedt-exploring-intersection-psychology-and-
ai?utm_source=Stanford+HAI&utm_campaign=1bb841aall-
Mailchimp_HAI_Newsletter_May+2022_3&utm_medium=email&utm_term=0_aaf04f4a4b-
1bb841aal1-64473563 (accessed Aug. 05, 2022).

[276] C. Hagerty, “Crisis Text Line addresses its data use controversy,” Popular Science.
https://www.popsci.com/technology/crisis-text-line-stops-sharing-data-loris-ai/ (accessed Aug. 04, 2022).

[277]1 T.Qiu, “A Psychiatrist’s Perspective on Social Media Algorithms and Mental Health,” Stanford
University. https://hai.stanford.edu/news/psychiatrists-perspective-social-media-algorithms-and-mental-
health (accessed Aug. 05, 2022).

[278] K. Palmai, “The video game prescribed by doctors to treat ADHD,” BBC News.
https://www.bbc.com/news/business-62060542 (accessed Jul. 22, 2022).

[279] H. Meyer, “Digital Mental Health Companies Draw Scrutiny and Growing Concerns,” KHN.
https://khn.org/news/article/digital-mental-health-companies-scrutiny-concerns/ (accessed Jul. 22, 2022).

[280] I. Whitcomb, “Mental wellness apps are basically the Wild West of therapy,” Popular Science.
https://www.popsci.com/science/mental-health-apps-safety/ (accessed Aug. 04, 2022).

[281] C. Jee and W. D. Heaven, “The therapists using Al to make therapy better,” MIT Technology Review.
https://www.technologyreview.com/2021/12/06/1041345/ai-nlp-mental-health-better-therapists-
psychology-cbt/ (accessed Aug. 04, 2022).

[282] M. P. Ewbank, R. Cummins, V. Tablan, A. Catarino, S. Buchholz, and A. D. Blackwell, “Understanding the
relationship between patient language and outcomes in internet-enabled cognitive behavioural therapy: A
deep learning approach to automatic coding of session transcripts,” Psychother. Res., pp. 1-13, 2020, doi:
10.1080/10503307.2020.1788740.

[283] E. Betuel, “Mental health app Wysa raises $5.5M for 'emotionally intelligent’ Al,” TechCrunch, 2021.
https://techcrunch.com/2021/05/2 1/mental-health-app-wysa-raises-5-5m-for-emotionally-intelligent-ai/
(accessed Oct. 27, 2021).

50



[284] K. Conger, K. Browning, and E. Woo, “Eating Disorders and Social Media Prove Difficult to Untangle,”
The New York Times, 2021. https://www.nytimes.com/2021/10/22/technology/social-media-eating-
disorders.html (accessed Oct. 27, 2021).

[285]  “COVID-19: Mental health telemedicine was off to a slow start — then the pandemic happened,” The
Conversation. https://theconversation.com/covid-19-mental-health-telemedicine-was-off-to-a-slow-start-
then-the-pandemic-happened-177670 (accessed Aug. 04, 2022).

[286] M. E. Czeisler et al, “Mental Health, Substance Use, and Suicidal Ideation During the COVID-19
Pandemic,” MMWR. Morb. Mortal. Wkly. Rep., vol. 69, no. 32, pp. 1049-1057, Aug. 2022, doi:
10.15585/MMWR.MM6932A1.

[287] K. Mahowald and A. A. lvanova, “Google’s powerful Al spotlights a human cognitive glitch: Mistaking
fluent speech for fluent thought,” The Conversation. https://theconversation.com/googles-powerful-ai-
spotlights-a-human-cognitive-glitch-mistaking-fluent-speech-for-fluent-thought-185099 (accessed Jul.
22,2022).

[288] S.Harnad, “Other bodies, other minds: A machine incarnation of an old philosophical problem,” Minds
Mach,, vol. 1, no. 1, pp. 43-54, Feb. 1991, doi: 10.1007/BFO0360578.

[289] J.F.Klein and S. B. Hood, “The impact of stuttering on employment opportunities and job
performance,” J. Fluency Disord., vol. 29, no. 4, pp. 255-273, 2004, doi: 10.1016/J.JFLUDIS.2004.08.001.

[290] A Hadhazy, “Worse’ Al Counterintuitively Enhances Human Decision Making and Performance,”
Stanford University. https://hai.stanford.edu/news/worse-ai-counterintuitively-enhances-human-decision-
making-and-performance?utm_source=Stanford+HAI&utm_campaign=a13489b6f8-
Mailchimp_HAI_Newsletter_July_2022_2&utm_medium=email&utm_term=0_aaf04f4a4b-a13489b6f8-
64473563 (accessed Aug. 03, 2022).

[291] T Ryan-Mosley. "The fight for “Instagram face”. MIT Technology Review, 2022.
https://www.technologyreview.com/2022/08/19/1057133/fight-for-instagram-face/

[292] H Liu. Applications of Artificial Intelligence to Popularize Legal Knowledge and Publicize the Impact on
Adolescents' Mental Health Status. Front Psychiatry. 2022.
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9199859/

[293] J.Eng, “BeReal is Gen Z’s favorite new social media app, for food and more - The Washington Post,”
The Washington Post. https://www.washingtonpost.com/food/2022/06/27 /bereal-food-influencer/
(accessed Aug. 04, 2022).

[294] “Data & Statistics on Autism Spectrum Disorder,” Centers for Disease Control and Prevention (CDC).
https://www.cdc.gov/ncbddd/autism/data.html (accessed Aug. 03, 2022).

[295] M. J. Maenner et al., “Prevalence of Autism Spectrum Disorder Among Children Aged 8 Years —
Autism and Developmental Disabilities Monitoring Network, 11 Sites, United States, 2016,” MMWR.
Surveill. Summ., vol. 69, no. 4, pp. 1-12, Mar. 2020, doi: 10.15585/mmwr.ss6904al.

[296]  “Autism Statistics and Facts,” Autism Speaks, 2020. https://www.autismspeaks.org/autism-statistics-
asd (accessed Nov. 02, 2021).

[297]1  “AUTISM AND HEALTH: A SPECIAL REPORT BY AUTISM SPEAKS Advances in Understanding and
Treating the Health Conditions that Frequently Accompany Autism,” Autism Speak., 2017.

[298] M. P.de la Paz, “Autism spectrum disorders in the European Union (ASDEU),” asdeu, pp. 1-13, 2018,
Accessed: Nov. 02, 2021. [Online]. Available: http://asdeu.eu/wp-
content/uploads/2016/12/ASDEUExecSummary27September2018.pdf.

[299] L. M. Oberman and P. G. Enticott, Neurotechnology and Brain Stimulation in Pediatric Psychiatric and
Neurodevelopmental Disorders. 2019.

[300] “Neurodiversity Is Normal,” Neurodiversity Pathways, 2021.
https://sites.google.com/goodwillsv.org/neurodiversity/home (accessed Nov. 02, 2021).

[301] C Contillo, “Addressing the cybersecurity skills gap through neurodiversity,” TechCrunch, 2021.
https://techcrunch.com/2021/06/22/addressing-the-cybersecurity-skills-gap-through-neurodiversity/
(accessed Nov. 02, 2021).

51


https://www.technologyreview.com/2022/08/19/1057133/fight-for-instagram-face/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9199859/
http://asdeu.eu/wp-content/uploads/2016/12/ASDEUExecSummary27September2018.pdf
http://asdeu.eu/wp-content/uploads/2016/12/ASDEUExecSummary27September2018.pdf

[302] P.Salehi, “Neurodiversity and the software design dilemma,” TechCrunch, 2021.
https://techcrunch.com/2021/10/04/neurodiversity-and-the-software-design-dilemma/ (accessed Nov. 02,
2021).

[303]  “Neurodiverse Hiring Brings Social and Business Benefits,” JPMorgan Chase & Co logo, 2020.
https://www.jpmorganchase.com/news-stories/neurodiverse-hiring-brings-social-and-business-benefits
(accessed Nov. 02, 2021).

[304] R.D.Austin and G. P. Pisano, “Neurodiversity Is a Competitive Advantage,” Harvard Business Review,
2017. https://hbr.org/2017/05/neurodiversity-as-a-competitive-advantage (accessed Nov. 02, 2021).

[305] “Smart Glass Technology for Autism - The Brain Power System,” Psychscenehub, 2020.
https://psychscenehub.com/video/autism-brain-power-system/ (accessed Nov. 02, 2021).

[306] International bioethics committee, “PRELIMINARY DRAFT REPORT OF THE IBC ON ETHICAL ISSUES OF
NEUROTECHNOLOGY,” United Nations Educ. Sci. Cult. Organ., no. June 2018, 2019.

[307] M. lenca, “Common Human Rights Challenges Raised By Different Applications of Neurotechnologies
in the Biomedical Fields,” 2021.

[308] K. Doya, A. Ema, H. Kitano, M. Sakagami, and S. Russell, “Social impact and governance of Al and
neurotechnologies,” Neural Networks, vol. 152, pp. 542-554, Aug. 2022, doi:
10.1016/J.NEUNET.2022.05.012.

[309] M. Peck and P. MacNaughton, “Focused ultrasound,” Focus. Intensive Care Ultrasound, no. April, pp. 3—
8, 2019, doi: 10.1093/med/9780198749080.003.0001.

[310] E. Hildt, “What will this do to me and my brain? Ethical issues in brain-to-brain interfacing,” Front.
Syst. Neurosci., vol. 9, no. FEB, pp. 1-4, 2015, doi: 10.3389/fnsys.2015.00017.

[311] N. Al-Rodhan, “The Rise of Neurotechnology Calls for a Parallel Focus on Neurorights,” Scientific
American, 2021. https://www.scientificamerican.com/article/the-rise-of-neurotechnology-calls-for-a-
parallel-focus-on-neurorights/ (accessed Oct. 27, 2021).

[312]  “Neurotechnologies: The Next Technology Frontier,” IEEE Brain.
https://brain.ieee.org/topics/neurotechnologies-the-next-technology-frontier/ (accessed Aug. 08, 2022).

[313]  “Neurotechnology and the future of brain implants,” Iberdrola, 2020.
https://www.iberdrola.com/documents/20125/42076/Infographic_Neurotechnology.pdf/74a0cd56-9432-
1fae-9472-97d3c4bb8d7f?t=1630478577285.

[314] 1A Hamilton. Elon Musk said Neuralink hopes to start implanting its brain chips in humans in 2022,
later than he anticipated. Business Insider, 2022. https://www.businessinsider.com/elon-musk-neuralink-
hopes-to-start-human-testing-2022-2021-12

[315] A M. Lozano et al, “Deep brain stimulation: current challenges and future directions,” Nat. Rev.
Neurol,, vol. 15, no. 3, pp. 148-160, 2019, doi: 10.1038/s41582-018-0128-2.

[316] D. A Moses et al, “Neuroprosthesis for Decoding Speech in a Paralyzed Person with Anarthria,” N.
Engl. J. Med,, vol. 385, no. 3, pp. 217-227, Jul. 2021, doi: 10.1056/NEJM0a2027540.

[317]1 G.Jones, “The ‘FUS’ about brain stimulation (focused ultrasound),” Alpharmaxim, 2021.
https://alpharmaxim.com/focused-ultrasound/ (accessed Oct. 27, 2021).

[318] T. Blakely, “Google Al Blog: A Browsable Petascale Reconstruction of the Human Cortex,” Google Al
Blog, 2021. https://ai.googleblog.com/2021/06/a-browsable-petascale-reconstruction-of .html (accessed
Oct. 27, 2021).

[319] A LOTEN and K. HAND, “How Computers With Humanlike Senses Will Change Our Lives,” The Wall
Street Journal, 2021. https://www.wsj.com/articles/how-computers-with-humanlike-senses-will-change-
our-lives-11625760066 (accessed Oct. 27, 2021).

[320] Researcher finds a better way to tap into the brain. University of Miami, 2021.
https://news.miami.edu/stories/2021/03/researcher-finds-a-better-way-to-tap-into-the-brain.html

[321] “What is Neurofeedback Therapy And Can it Help With Mental Health?”
https://www.nytimes.com/2022/01/12/well/mind/neurofeedback-therapy-mental-health.html (accessed
Aug. 04, 2022).

52


https://www.iberdrola.com/documents/20125/42076/Infographic_Neurotechnology.pdf/74a0cd56-9432-1fae-9472-97d3c4bb8d7f?t=1630478577285
https://www.iberdrola.com/documents/20125/42076/Infographic_Neurotechnology.pdf/74a0cd56-9432-1fae-9472-97d3c4bb8d7f?t=1630478577285
https://www.businessinsider.com/elon-musk-neuralink-hopes-to-start-human-testing-2022-2021-12
https://www.businessinsider.com/elon-musk-neuralink-hopes-to-start-human-testing-2022-2021-12

[322] S. McBride. Elon Musk’s Brain Implant Company Is Inching Toward Human Trials. Bloomberg, 2022.
https://www.bloomberg.com/news/articles/2022-01-20/elon-musk-s-brain-implant-company-is-inching-
toward-human-trials

[323] “What Can (And Can’t) Be Achieved by Cognitive Enhancement Neurotech?,” BBVA.
https://www.bbvaopenmind.com/en/science/bioscience/what-can-and-cant-be-achieved-by-cognitive-
enhancement-neurotech/ (accessed Aug. 08, 2022).

[324] D. A. Borbon Rodriguez, L. F. Borbon Rodriguez, and M. A. Ledn Bustamante, “NeuroRight to Equal
Access to Mental Augmentation,” Rev. Iberoam. Bioética, no. 16, pp. 01-15, 2021, doi:
10.14422/rib.i16.y2021.006.

[325] S.Q.Hossain and S. I. Ahmed, “Ethical Analysis on the Application of Neurotechnology for Human
Augmentation in Physicians and Surgeons,” Adv. Intell. Syst. Comput., vol. 1290, no. November, pp. 78-99,
2021, doi: 10.1007/978-3-030-63092-8_6.

[326] S. Marsh, “Neurotechnology, Elon Musk and the goal of human enhancement,” The Guardian.
https://www.theguardian.com/technology/2018/jan/01/elon-musk-neurotechnology-human-enhancement-
brain-computer-interfaces (accessed Aug. 08, 2022).

[327]1 C. Cinel, D. Valeriani, and R. Poli, “Neurotechnologies for human cognitive augmentation: Current state
of the art and future prospects,” Front. Hum. Neurosci., vol. 13, p. 13, Feb. 2019, doi:
10.3389/FNHUM.2019.00013/BIBTEX.

[328] D. Valeriani, H. Ayaz, N. Kosmyna, R. Poli, and P. Maes, “Editorial: Neurotechnologies for Human
Augmentation,” Front. Neurosci., vol. 15, no. November, pp. 1-3, 2021, doi: 10.3389/fnins.2021.789868.

[329] ChangS. The Application of Transcranial Electrical Stimulation in Sports Psychology. Comput Math
Methods Med. 2022 Jul 13;2022:1008346. doi: 10.1155/2022/1008346.

[330] K. D. Atherton, “How one person can control a swarm of 130 robots | Popular Science,” Popular
Science. https://www.popsci.com/technology/drone-swarm-control-virtual-reality/ (accessed Aug. 04,
2022).

[331] S. Chen. China’s latest brainwave? Controlling space robots using mind powerSouth China Morning
Post, 2022. https://www.scmp.com/news/china/science/article/3171890/chinas-latest-brainwave-
controlling-space-robots-using-mind

[332] L. Dobberstein, “US Commerce Dept claims China has brain-control weaponry,” The Register.
https://www.theregister.com/2021/12/17/the_department_of_commerce_said/ (accessed Aug. 04, 2022).

[333] Y. Afina, “Human Control Is Essential to the Responsible Use of Military Neurotechnology,” Chatham
House. https://www.chathamhouse.org/2019/08/human-control-essential-responsible-use-military-
neurotechnology (accessed Aug. 08, 2022).

[334] J.J. Giordano, Neurotechnology in national security and defense : practical considerations,
neuroethical concerns.

[335] P Ghosh. Paralysed man with severed spine walks thanks to implantBBC.
https://www.bbc.com/news/science-environment-60258620

[336] A. Alkemade et al. A unified 3D map of microscopic architecture and MRI of the human brain. Science
Advances. Vol 8, Issue 17, 2022. DOI: 10.1126/sciadv.abj7892

[337]1 Salk Institute. Making a memory positive or negative. Science Daily, 2022.
https://www.sciencedaily.com/releases/2022/07/220720121006.htm

[338] S. Cao. Rival of Elon Musk’s Neuralink Cleared by FDA to Test Brain Chip in Humans. Observer, 2021.
https://observer.com/2021/07/neuralink-competitor-synchron-receives-fda-permission-test-brain-implant-
human/

[339] M. Roberts. Brain implant may lift most severe depressionBBC, 2021.
https://www.bbc.com/news/health-58719089

[340] J. Linsley, “New Al technique identifies dead cells under the microscope 100 times faster than people
can - potentially accelerating research on neurodegenerative diseases like Alzheimer’s,” The
Conversation. https://theconversation.com/new-ai-technique-identifies-dead-cells-under-the-microscope-

53



100-times-faster-than-people-can-potentially-accelerating-research-on-neurodegenerative-diseases-
like-alzheimers-174154 (accessed Aug. 04, 2022).

[341]  J.Rogin, “The U.S. government is rushing to resume risky virus research. Not so fast.,” The
Washington Post, 2021. https://www.washingtonpost.com/opinions/2021/10/21/us-government-is-
rushing-resume-risky-virus-research-not-so-fast/ (accessed Oct. 27, 2021).

[342] D. Nikel, “Controversial Coronavirus Lab Origin Claims Dismissed By Experts,” Forbes, 2020.
https://www.forbes.com/sites/davidnikel/2020/06/07/controversial-coronavirus-lab-origin-claims-
dismissed-by-experts/?sh=5bc9d19768f6 (accessed Oct. 27, 2021).

[343] AM Abu Haimed et al. Viral reverse engineering using Artificial Intelligence and big data COVID-19
infection with Long Short-term Memory (LSTM). Environ Technol Innov 22: 101531, 2021. doi:
10.1016/j.eti.2021.101531

[344] W Robertson et al. Sense codon reassignment enables viral resistance and encoded polymer
synthesis. Science Vol 372, Issue 6546, 2021. DOI: 10.1126/science.abg3029

[345] “Lensless Camera Captures Cellular-Level Details in 3D,” Photonics.
https://www.photonics.com/Article.aspx?AID=67869&refer=bioMonthly&utm_source=bioMonthly_2022_0
6_22&utm_medium=email&utm_campaign=bioMonthly&PID=1 (accessed Aug. 03, 2022).

[346] J. K. Adams et al,, “In vivo lensless microscopy via a phase mask generating diffraction patterns with
high-contrast contours,” Nat. Biomed. Eng., vol. 6, no. 5, pp. 617-628, 2022, doi: 10.1038/s41551-022-
00851-z.

[347]1 D. Acemoglu, “The Al we should fear is already here,” The Washington Post, 2021.
https://www.washingtonpost.com/opinions/2021/07/21/ai-we-should-fear-is-already-here/ (accessed Oct.
27,2021).

[348] P.Ranade, A. Joshi, and T. Finin, “Study shows Al-generated fake reports fool experts,” The
conversation, 2021. https://theconversation.com/study-shows-ai-generated-fake-reports-fool-experts-
160909 (accessed Oct. 27, 2021).

[349] B. Stai et al,, “Public Perceptions of Artificial Intelligence and Robotics in Medicine,”
https://home.liebertpub.com/end, vol. 34, no. 10, pp. 1041-1048, Oct. 2020, doi: 10.1089/END.2020.0137.

[350] C. Linder, “Robot Comedians | Human-Robot Interaction,” Popular Mechanics.
https://www.popularmechanics.com/technology/robots/a32614583/robot-comedians-better-human-
machine-relationships/ (accessed Jul. 25, 2022).

[351] J.Vilk and N. T. Fitter, “Comedians in cafes getting data: Evaluating timing and adaptivity in real-
world robot comedy performance,” ACM/IEEE Int. Conf. Human-Robot Interact., pp. 223-231, Mar. 2020,
doi: 10.1145/3319502.3374780.

[352] J. Gallagher, “Sickle cell: ‘The revolutionary gene-editing treatment that gave me new life,” BBC
News. https://www.bbc.com/news/health-60348497 (accessed Aug. 04, 2022).

[353] Center for Artificial Intelligence Research in Therapeutics (CAIRT), “Advancing Precision Medicine
Using Ai and Big Data,” Nat. Res. Cust. Media, 2018.

[354] K Safdar. Churches Target New Members, With Help From Big Data. WSJ, 2021.
https://www.wsj.com/articles/churches-new-members-personal-online-data-analytics-gloo-11640310982

[355] G.Kaur and C. Higgins, “Al Bridges the Gap Between Medical Imaging and Analysis,” Photonics.
https://www.photonics.com/Article.aspx?AlD=67796&refer=bioMonthly&utm_source=bioMonthly_2022_0
6_22&utm_medium=email&utm_campaign=bioMonthly&PID=1 (accessed Aug. 03, 2022).

[356]  “Featured on the cover of Nature Digital Medicine: Human-machine partnership with artificial
intelligence for chest radiograph diagnosis,” Stanford Medicine.
https://med.stanford.edu/radiology/news/2019/human-machine-partnership-with-ai-for-chest-radiograph-
diagnosis.html (accessed Aug. 03, 2022).

[357]1 B.N. Patel et al., “Human-machine partnership with artificial intelligence for chest radiograph
diagnosis,” npj Digit. Med., vol. 2, no. 1, 2019, doi: 10.1038/s41746-019-0189-7.

[358] J.Hall, “Al Software Facilitates 22.1 Percent Reduction in Chest CT Review Time,” Diagnostic Imaging.
https://www.diagnosticimaging.com/view/ai-software-facilitates-22-1-percent-reduction-in-chest-ct-

54


https://www.wsj.com/articles/churches-new-members-personal-online-data-analytics-gloo-11640310982

review-
time?utm_source=sfmc&utm_medium=email&utm_campaign=DI_eNL_06192022_unsupported&eKey=2
WdvbWV6QHVzLmMVz&utm_source=sfmc&utm_medium=email&utm_campaign=DI_ (accessed Aug. 03,
2022).

[359] B.Yacoub et al, “Impact of Artificial Intelligence Assistance on Chest CT Interpretation Times: A
Prospective Randomized Study,” Am. J. Roentgenol., Jun. 2022, doi: 10.2214/ajr.22.27598.

[360] J. Hall, “Essential Questions for Assessing Artificial Intelligence Vendors in Radiology,” Diagnostic
Imaging. https://www.diagnosticimaging.com/view/essential-questions-for-assessing-artificial-
intelligence-vendors-in-
radiology?utm_source=sfmc&utm_medium=email&utm_campaign=06222022_DI_eNL_unsupported&eK
ey=ZWdvbWV6QHVzLmVz (accessed Aug. 03, 2022).

[361] J. Hall, “Study Says Al Improves Sensitivity of Fracture Detection by 20 Percent,” Diagnostic Imaging.
https://www.diagnosticimaging.com/view/study-says-ai-improves-sensitivity-of-fracture-detection-by-20-
percent?utm_source=sfmc&utm_medium=email&utm_campaign=07062022_DI_eNL_unsupported&eKey
=ZWdvbWV6QHVzLmMVz (accessed Aug. 03, 2022).

[362] L. Canoni-Meynet, P. Verdot, A. Danner, P. Calame, and S. Aubry, “Added value of an artificial
intelligence solution for fracture detection in the radiologist’s daily trauma emergencies workflow,” Diagn.
Interv. Imaging, Jun. 2022, doi: 10.1016/J.D111.2022.06.004.

[363] S. Agarwal, “A Closer Look at Al-Powered Voice Recognition in Radiology,” Diagnostic Imaging.
https://www.diagnosticimaging.com/view/a-closer-look-at-ai-powered-voice-recognition-in-
radiology?utm_source=sfmc&utm_medium=email&utm_campaign=07062022_DI_eNL_unsupported&eK
ey=ZWdvbWV6QHVzLmVz (accessed Aug. 03, 2022).

[364] J. Hall, “Study Suggests Al Enhances Non-Contrast CT Detection of Large Vessel Occlusion,”
Diagnostic Imaging. https://www.diagnosticimaging.com/view/study-suggests-ai-enhances-non-contrast-
ct-detection-of-large-vessel-
occlusion?utm_source=sfmc&utm_medium=email&utm_campaign=07312022_DI_eNL_unsponsored&eK
ey=ZWdvbWV6QHVzLmVz (accessed Aug. 03, 2022).

[365]  University College London. "Al algorithm that detects brain abnormalities could help cure epilepsy.”
ScienceDaily. ScienceDaily, 12 August 2022.
<www.sciencedaily.com/releases/2022/08/220812113817.htm>.

[366] I. Terem et al., “3D amplified MRI (aMRI),” Magn. Reson. Med., vol. 86, no. 3, pp. 1674-1686, Sep.
2021, doi: 10.1002/mrm.28797.

[367]1 J. Abderezaei et al.,, “Development, calibration, and testing of 3D amplified MRI (aMRI) for the
quantification of intrinsic brain motion,” Brain Multiphysics, vol. 2, no. September 2020, p. 100022, 2021,
doi: 10.1016/j.brain.2021.100022.

[368] “Elon Musk Reveals Tesla Plans for Humanoid Robot During Al Day,” Wall Street Journal, 2021.
https://www.wsj.com/video/series/on-the-news/elon-musk-reveals-tesla-plans-for-humanoid-robot-
during-ai-day/8CA93758-6F52-41B3-8B73-4DC85AAC1B32 (accessed Oct. 27, 2021).

[369] C.Teh. Take a look inside China's 'Westworld' - a museum that's making customizable humanoid
robots with 'goosebumps’ and 'veins'. Insider, 2022. https://www.insider.com/take-a-look-inside-chinas-
museum-of-customizable-humanoid-robots-2022-3

[370] D. Sevastopoulo, M. Kruppa. US accuses China of developing ‘brain control weaponry’. Financial Times,
2021. https://www.ft.com/content/f9637825-0e9b-45d7-a49a-1eb507d41e68

[371] Robbie the Cobot lends our employees a helping hand. Ford Europe, 2022.
https://fordeurope.blogspot.com/2022/05/robbie-collaborative-robot-helps-disabled-employees.html

[372] 0. Kardoudi, “Las operaciones asistidas por robots cirujanos reducen el tiempo de recuperacién,” El
Confidencial. https://www.elconfidencial.com/tecnologia/novaceno/2022-06-15/robots-cirujano-reduce-
listas-espera-hospital 3441854/.

[373] J. W.F. Catto et al,, “Effect of Robot-Assisted Radical Cystectomy With Intracorporeal Urinary
Diversion vs Open Radical Cystectomy on 90-Day Morbidity and Mortality Among Patients With Bladder
Cancer,” JAMA, vol. 327, no. 21, p. 2092, Jun. 2022, doi: 10.1001/jama.2022.7393.

55


https://www.elconfidencial.com/tecnologia/novaceno/2022-06-15/robots-cirujano-reduce-listas-espera-hospital_3441854/
https://www.elconfidencial.com/tecnologia/novaceno/2022-06-15/robots-cirujano-reduce-listas-espera-hospital_3441854/

[374]  “Innovations in Robotic Surgery 2020-2030: Technologies, Players & Markets: IDTechEx.”
https://www.idtechex.com/en/research-report/innovations-in-robotic-surgery-2020-2030-technologies-
players-and-markets/724 (accessed Aug. 03, 2022).

[375] B.Roston, “These Injectable Nanobots Can Walk Around Inside A Human Body,” Slash Gear.
https://www.slashgear.com/777282/these-injectable-nanobots-can-walk-around-inside-a-human-body/
(accessed Jul. 01, 2022).

[376] Cameron. How Inrobics Rehab works, the first social robot to be considered a medical device in
Europe. The Nation View, 2022. https://thenationview.com/tech/25004.html

[377]1 J.C Pulido, J. C. Gonzdlez, C. Suarez-Mejias, A. Bandera, P. Bustos, and F. Fernandez, “Evaluating the
Child-Robot Interaction of the NAOTherapist Platform in Pediatric Rehabilitation,” Int. J. Soc. Robot., vol. 9,
no. 3, pp. 343-358, Jun. 2017, doi: 10.1007/512369-017-0402-2.

[378]  Oxipit Awarded CE Mark for the First Autonomous Al Medical Imaging Application. Oxipit, 2022.
https://www.pr.com/press-release/858165

[379] W Zheng et al. Design and experiment of online monitoring system for long-term culture of embry,
Journal of Biomedical Engineering, 38(6): 1134-11432021, 2021.
http://english.biomedeng.cn/article/10.7507/1001-5515.202107053

[380] W.Zeng, Z. Zhao, Y. Yang, M. Zhou, B. Wang, and H. Sun, “Design and experiment of online monitoring
system for long-term culture of embryo,” Sheng Wu Yi Xue Gong Cheng Xue Za Zhi, vol. 38, no. 6, pp.
1134-1143, Dec. 2021, doi: 10.7507/1001-5515.202107053.

[381] F. Dufour, “La dudosa ética del sexo con robots inteligentes: jeres infiel si te acuestas con una
maquina?,” El Mundo.
https://www.elmundo.es/papel/futuro/2022/01/05/61cc46a92 1efalee618b4591 . html (accessed Aug. 04,
2022).

[382] P.Bloom and S. Harris, “It's Westworld. What's Wrong With Cruelty to Robots? ,” The New York Times.
https://www.nytimes.com/2018/04/23/opinion/westworld-conscious-robots-morality.html (accessed Sep.
13, 2022).

[383] N. Tiku, “Google engineer Blake Lemoine thinks its LaMDA Al has come to life,” The Washington Post.
https://www.washingtonpost.com/technology/2022/06/11/google-ai-lamda-blake-lemoine/ (accessed Jun.
27,2022).

[384] E. M. Bender, T. Gebru, A. McMillan-Major, and S. Shmitchell, “On the dangers of stochastic parrots:
Can language models be too big?,” FAccT 2021 - Proc. 2021 ACM Conf. Fairness, Accountability, Transpar.,
pp. 610-623, Mar. 2021, doi: 10.1145/3442188.3445922.

[385] T. Gunja and A. Kulcke, “Hyperspectral Imaging Characterizes Healthy and Diseased Tissues During
Surgery ,” Photonics.
https://www.photonics.com/Article.aspx?AlD=67800&refer=bioMonthly&utm_source=bioMonthly_2022_0
6_22&utm_medium=email&utm_campaign=bioMonthly&PID=1 (accessed Aug. 03, 2022).

[386] M. Eslami et al., “Artificial intelligence for synthetic biology,” Commun. ACM, vol. 65, no. 5, pp. 88-97,
2022, doi: 10.1145/3500922.

[387] K. Miller, “Should Al Models Be Explainable? That depends.,” Stanford University.
https://hai.stanford.edu/news/should-ai-models-be-explainable-depends (accessed Aug. 05, 2022).

[388] C.Hu, “This Al passed a nonverbal Turing test,” Popular Science.
https://www.popsci.com/technology/artificial-intelligence-nonverbal-turing-test/ (accessed Aug. 04, 2022).

[389] F. Ciardo, D. De Tommaso, and A. Wykowska, “Human-like behavioral variability blurs the distinction
between a human and a machine in a nonverbal Turing test,” Sci. Robot., vol. 7, no. 68, Jul. 2022, doi:
10.1126/SCIROBOTICS.ABO1241.

[390] E. Parimbelli et al,, “Trusting telemedicine: A discussion on risks, safety, legal implications and liability
of involved stakeholders,” Int. J. Med. Inform., vol. 112, pp. 90-98, Apr. 2018, doi:
10.1016/J.1JMEDINF.2018.01.012.

56


https://thenationview.com/tech/25004.html

[391] N. Diaz, “FDA warns about misuse of stroke Al detection technology,” Becker’'s Health It.
https://www.beckershospitalreview.com/healthcare-information-technology/fda-warns-about-misuse-of-
stroke-ai-detection-technology.html (accessed Aug. 05, 2022).

[392] K. D.Atherton, “How do you make Al trustworthy? Here’s the Pentagon’s plan.”
https://www.popsci.com/technology/dod-ai-trust/ (accessed Aug. 03, 2022).

[393]  “Al. Is Mastering Language. Should We Trust What It Says?,” The New York Times Magazine.
https://www.nytimes.com/2022/04/15/magazine/ai-language.html (accessed Aug. 04, 2022).

[394] C. Baraniuk, “Why we place too much trust in machines,” BBC, 2021.
https://www.bbc.com/future/article/20211019-why-we-place-too-much-trust-in-machines (accessed Oct.
27,2021).

[395] G. Juravle, A. Boudouraki, M. Terziyska, and C. Rezlescu, “Trust in artificial intelligence for medical
diagnoses,” Prog. Brain Res., vol. 253, pp. 263-282, Jan. 2020, doi: 10.1016/BS.PBR.2020.06.006.

[396] A Face Search Engine Anyone Can Use Is Alarmingly Accurate. NYT, 2022.
https://www.nytimes.com/2022/05/26/technology/pimeyes-facial-recognition-search.html

[397] The impact of artificial intelligence on the doctor-patient relationship. Council of Europe’s Steering
Committee for Human Rights in the fields of Biomedicine and Health (CDBIO), 2022.
https://www.coe.int/en/web/bioethics/developing-a-report-on-the-application-of-ai-in-healthcare-in-
particular-regarding-its-impact-on-the-doctor-patient-relationship (accessed Sep. 09, 2022).

[398] B. Forrest, “Ukraine Has Deployed 1,000 People to Investigate Alleged War Crimes in Bucha,” The Wall
Street Journal. https://www.wsj.com/articles/ukrainians-use-drones-facial-recognition-software-as-they-
investigate-alleged-war-crimes-11649767154 (accessed Aug. 04, 2022).

[399] P.Dave, J. Dustin. Exclusive: Ukraine has started using Clearview Al’s facial recognition during war.
Reuters, 2022. https://www.reuters.com/technology/exclusive-ukraine-has-started-using-clearview-ais-
facial-recognition-during-war-2022-03-13/

[400] K. D. Atherton, “The basics of electronic warfare, explained,” Popular Science.
https://www.popsci.com/technology/russia-electronic-warfare-explained/ (accessed Aug. 04, 2022).

[401]  P. Tucker. Al Is Already Learning from Russia’s War in Ukraine, DOD Says. Defense One, 2022.
https://www.defenseone.com/technology/2022/04/ai-already-learning-russias-war-ukraine-dod-
says/365978/

[402] S. Budnitsky, “Kremlin tightens control over Russians’ online lives — threatening domestic freedoms
and the global internet,” The Conversation. https://theconversation.com/kremlin-tightens-control-over-
russians-online-lives-threatening-domestic-freedoms-and-the-global-internet-182020 (accessed Jul. 22,
2022).

[403] L. Pigman, “Russia’s vision of cyberspace: a danger to regime security, public safety, and societal
norms and cohesion,” J. Cyber Policy, vol. 4, no. 1, pp. 22-34, Jan. 2019, doi:
10.1080/23738871.2018.1546884.

[404] S. Budnitsky, “Russia’s great power imaginary and pursuit of digital multipolarity,” Internet Policy Rev.,
vol. 9, no. 3, pp. 1-25, 2020, doi: 10.14763/2020.3.1492.

[405] A Tselikov, “The Tightening Web of Russian Internet Regulation,” SSRN Electron. J., Nov. 2014, doi:
10.2139/SSRN.2527603.

[406] A Sharma. Mark Zuckerberg teases new smart glasses project and wearable technology, N Business,
2022. https://[www.thenationalnews.com/business/technology/2022/05/04/mark-zuckerberg-teases-new-
smart-glasses-project-and-wearable-technology/

[407] P Dave, Y Malik. Google's second try at computer glasses translates conversations in real time.
Reuters, 2022. https://www.reuters.com/technology/google-unveils-artificial-intelligence-tool-real-world-
searches-2022-05-11/

[408] W. Fulton. Best smart glasses of 2022. Popular Science, 2022. https://www.popsci.com/reviews/best-
smart-glasses/

[409] The Best Smart Glasses and AR Specs of 2022. Art Labs, 2021. https://artlabs.ai/blog/the-best-smart-
glasses-and-ar-specs-of-2021.

57


https://www.popsci.com/reviews/best-smart-glasses/
https://www.popsci.com/reviews/best-smart-glasses/

[410] Today, | wore Mojo Lens..and saw the future. The Mojo Blog, 2022.
https://www.mojo.vision/news/today-i-wore-mojo-lens

[411] C Hu, “MIT’s smart material can sense how your body moves,” Popular Science.
https://www.popsci.com/technology/mit-smart-textile-pressure/ (accessed Jul. 22, 2022).

[412] S Feingold. Robot football: How the 'beautiful game' has advanced Al and automation. Worls
Economic Forum, 2022. https://www.weforum.org/agenda/2022/09/robot-football-advance-artificial-
intelligence-and-automation/

[413] M. Savage, “Can apps manage our chronic health conditions?,” BBC, 2021.
https://www.bbc.com/news/business-58556777 (accessed Oct. 27, 2021).

[414] F. Menczer, “How ‘engagement’ makes you vulnerable to manipulation and misinformation on social
media,” The conversation, 2021. https://theconversation.com/how-engagement-makes-you-vulnerable-to-
manipulation-and-misinformation-on-social-media-145375 (accessed Oct. 27, 2021).

[415] B. Guild and A. Caren, “How to identify— and avoid— misinformation tactics in the wellness
community,” The Washington Post, 2021. https://www.washingtonpost.com/video/national/how-to-
identify-and-avoid-misinformation-tactics-in-the-wellness-community/2021/10/22/744c2011-4b10-
4bb2-b6ad-81fb26292c19 video.html (accessed Oct. 27, 2021).

[416] J.E. Brody, “We Could All Use a Health Coach,” The New York Times, 2021.
https://www.nytimes.com/2021/06/07/well/live/health-coach-benefits.html (accessed Oct. 27, 2021).

[417]1 Z. Obermeyer, B. Powers, C. Vogeli, and S. Mullainathan, “Dissecting racial bias in an algorithm used to
manage the health of populations,” Science (80-.)., vol. 366, no. 6464, pp. 447-453, Oct. 2019, doi:
10.1126/SCIENCE.AAX2342.

[418] B. Chakravorti, “Why Al Failed to Live Up to Its Potential During the Pandemic,” Harvard Business
Review. https://hbr.org/2022/03/why-ai-failed-to-live-up-to-its-potential-during-the-pandemic (accessed
Sep. 08, 2022).

[419] W.D. Heaven, “Hundreds of Al tools have been built to catch covid. None of them helped. | MIT
Technology Review,” MIT Technology Review.
https://www.technologyreview.com/2021/07/30/1030329/machine-learning-ai-failed-covid-hospital-
diagnosis-pandemic/ (accessed Sep. 08, 2022).

[420]  “Al and control of Covid-19 coronavirus,” Council of Europe. https://www.coe.int/en/web/artificial-
intelligence/ai-and-control-of-covid-19-coronavirus (accessed Sep. 08, 2022).

[421] A Marin, “Telemedicine takes center stage in the era of COVID-19 | Science | AAAS,” Science.
https://www.science.org/content/article/telemedicine-takes-center-stage-era-covid-19 (accessed Sep. 08,
2022).

[422] L. M. Koonin et al,, “Trends in the Use of Telehealth During the Emergence of the COVID-19 Pandemic
— United States, January—March 2020,” MMWR. Morb. Mortal. Wkly. Rep., vol. 69, no. 43, pp. 1595-1599,
Oct. 2020, doi: 10.15585/MMWR.MME943A3.

[423] C. Kruse and K. Heinemann, “Facilitators and Barriers to the Adoption of Telemedicine During the First
Year of COVID-19: Systematic Review,” J. Med. Internet Res., vol. 24, no. 1, Jan. 2022, doi:
10.2196/31752.

[424] M. Breton et al,, “Telehealth challenges during COVID-19 as reported by primary healthcare
physicians in Quebec and Massachusetts,” BMC Fam. Pract., vol. 22, no. 1, pp. 1-13, Dec. 2021, doi:
10.1186/512875-021-01543-4/TABLES/S.

[425] G. Nittari, D. Savva, D. Tomassoni, S. K. Tayebati, and F. Amenta, “Telemedicine in the COVID-19 Era: A
Narrative Review Based on Current Evidence,” Int. J. Environ. Res. Public Health, vol. 19, no. 9, May 2022,
doi: 10.3390/IJERPH19095101.

[426] A S. Miner, L. Laranjo, and A. B. Kocaballi, “Chatbots in the fight against the COVID-19 pandemic,”
NPJ Digit. Med. 2020 31, vol. 3, no. 1, pp. 1-4, May 2020, doi: 10.1038/s41746-020-0280-0.

[427]1 S.Thomas, A. Abraham, J. Baldwin, S. Piplani, and N. Petrovsky, “Artificial Intelligence in Vaccine and
Drug Design,” Methods Mol. Biol,, vol. 2410, pp. 131-146, 2022, doi: 10.1007/978-1-0716-1884-4_6.

58


https://www.weforum.org/agenda/2022/09/robot-football-advance-artificial-intelligence-and-automation/
https://www.weforum.org/agenda/2022/09/robot-football-advance-artificial-intelligence-and-automation/

[428] “How a Novel ‘Incubation Sandbox’ Helped Speed Up Data Analysis in Pfizer's COVID-19 Vaccine
Trial,” Pfizer.
https://www.pfizer.com/news/articles/how_a_novel_incubation_sandbox_helped_speed_up_data_analysis
_in_pfizer_s_covid_19_vaccine_trial (accessed Sep. 08, 2022).

[429] G.Ratman, “China’s amassing of genomic data highlights global biotech race - Center for Security
and Emerging Technology,” Center for Security and Emerging Technology.
https://cset.georgetown.edu/article/chinas-amassing-of-genomic-data-highlights-global-biotech-race/
(accessed Sep. 08, 2022).

[430] “One hundred days of war has put Ukraine’s health system under severe pressure,” World Health
Organization. https://www.who.int/news/item/03-06-2022-one-hundred-days-of-war-has-put-ukraine-s-
health-system-under-severe-pressure (accessed Sep. 08, 2022).

[431] G. De Vynck, R. Lerman, and C. Zakrzewski, “How are Ukrainians still online one month into the war?,”
The Washington Post. https://www.washingtonpost.com/technology/2022/03/29/ukraine-internet-faq/
(accessed Sep. 08, 2022).

[432] I Velicer, “How Virtual Healthcare Services Are Coming To The Aid Of Ukraine,” Health Policy Watch.
https://healthpolicy-watch.news/virtual-healthcare-ukraine/ (accessed Sep. 08, 2022).

[433] G. Bowsher et al,, “eHealth for service delivery in conflict: a narrative review of the application of
eHealth technologies in contemporary conflict settings,” Health Policy Plan., vol. 36, no. 6, pp. 974-981,
Jun. 2021, doi: 10.1093/HEAPOL/CZAB0O42.

[434] “Mental health needs grow in Ukraine after 100 days of war,” Medicins Sans Frontieres.
https://www.msf.org/mental-health-needs-grow-ukraine-after-100-days-war (accessed Sep. 08, 2022).

[435] G. Martinic, “Glimpses of future battlefield medicine - The proliferation of robotic surgeons and
unmanned vehicles and technologies,” J. Mil. Veterans. Health, vol. 22, no. 3, pp. 4-12, 2014.

[436]  “The digital doctor: how electronic health records are transforming health care in Ukraine,”
EU4Digital. https://eufordigital.eu/the-digital-doctor-how-electronic-health-records-are-transforming-
health-care-in-ukraine/ (accessed Sep. 08, 2022).

[437]  “Safeguarding Ukraine’s data to preserve its present and build its future,” Amazon.
https://www.aboutamazon.eu/news/aws/safeguarding-ukraines-data-to-preserve-its-present-and-build-
its-future (accessed Sep. 08, 2022).

[438] D.Sofer, “Health Care Workers Continue to Be Targeted in Conflict Zones,” Am. J. Nurs., vol. 119, no.
7,p. 12, Jul. 2019, doi: 10.1097/01.NAJ.0000569376.96271.76.

[439]  “New Evidence that Biometric Data Systems Imperil Afghans,” Human Rights Watch.
https://www.hrw.org/news/2022/03/30/new-evidence-biometric-data-systems-imperil-afghans (accessed
Sep. 08, 2022).

[440] P.Dave, “Ukraine uses facial recognition to identify dead Russian soldiers, minister says,” Reuters.
https://www.reuters.com/technology/ukraine-uses-facial-recognition-identify-dead-russian-soldiers-
minister-says-2022-03-23/ (accessed Sep. 08, 2022).

[441] D. Harwell, “Ukraine using ClearviewAl facial recognition to identify Russian war dead,” The
Washington Post. https://www.washingtonpost.com/technology/2022/04/15/ukraine-facial-recognition-
warfare/ (accessed Sep. 08, 2022).

[442]  “Neurotechnologies and Human Rights Framework: do we need new rights?,” Council of Europe.
https://www.coe.int/en/web/bioethics/round-table-on-the-human-rights-issues-raised-by-the-applications-
of-neurotechnologies (accessed Sep. 09, 2022).

[443] “Strategic Action Plan,” Council of Europe. https://www.coe.int/en/web/bioethics/strategic-action-plan
(accessed Sep. 09, 2022).

[444] A Nordberg, L. Antunes. Genome Editing in Humans. A survey of law, regulation and governance
principles. European Parliamentary Research Service, Scientific Foresight Unit, 2022.
https://www.europarl.europa.eu/RegData/etudes/STUD/2022/729506/EPRS_STU(2022)729506_EN.pdf

[445] World Health Organization, “Digital solutions to health risks raised by the COVID-19 infodemic,”
2022.

59



[446] “Advanced Research Projects Agency for Health (ARPA-H) ,” The White House.
https://www.whitehouse.gov/ostp/advanced-research-projects-agency-for-health-arpa-h/ (accessed Sep.
29, 2022).

[447]1 M. Pacheco, “Ethics in Al feature high at pioneering hearing,” Brussels Morning, 2021.
https://brusselsmorning.com/ethics-in-ai-feature-high-at-pioneering-hearing/7938/ (accessed Sep. 15,
2022).

[448] E.Biundo, A. Pease, K. Seggers, M. de Groote, T. D’Argent, and E. de Schaetzen, “The socio-economic
impact of Al in healthcare,” Deloitte, no. October, pp. 1-48, 2020, [Online]. Available:
https://www?2.deloitte.com/content/dam/Deloitte/be/Documents/life-sciences-health-care/Deloitte Belgium
_ MedTech_Socio-economic impact of Al in healthcare.pdf.

[449] “Mental health and related issues statistics,” Eurostat- Statistics Explained.
https://ec.europa.eu/eurostat/statistics-
explained/index.php?title=Mental_health_and_related_issues_statistics (accessed Sep. 08, 2022).

[450] “WHO European Framework for Action on Mental Health,” World Health Organization, 2021, Accessed:
Sep. 08, 2022. [Onlinel. Available: http://apps.who.int/bookorders.

[451] “File:Causes of death — mental and behavioural disorders, residents, 2017 Health20.png,” Eurostat
- Statistics Explained. https://ec.europa.eu/eurostat/statistics-
explained/index.php?title=File:Causes_of_death_—

_mental_and_behavioural_disorders,_residents, 2017_Health20.png (accessed Sep. 08, 2022).

[452]  “The State of the World’s Children 2021,” UNICEF. https://www.unicef.org/reports/state-worlds-
children-2021 (accessed Sep. 08, 2022).

[453] M. E. Czeisler et al, “Mental Health, Substance Use, and Suicidal Ideation During the COVID-19
Pandemic — United States, June 24-30, 2020,” MMWR. Morb. Mortal. WKly. Rep., vol. 69, no. 32, pp.
1049-1057, Aug. 2022, doi: 10.15585/MMWR.MM6B6932A1.

[454]  “New CDC data illuminate youth mental health threats during the COVID-19 pandemic,” Centers for
Disease Control and Prevention. https://www.cdc.gov/media/releases/2022/p0331-youth-mental-health-
covid-19.html (accessed Sep. 08, 2022).

[455] J. Pirkis et al., “Suicide numbers during the first 9-15 months of the COVID-19 pandemic compared
with pre-existing trends: An interrupted time series analysis in 33 countries,” eClinicalMedicine, vol. 51, no.
1, p. 101573, Sep. 2022, doi: 10.1016/J.ECLINM.2022.101573.

[456] “Telehealth is here to stay,” Nat. Med. 2021 277, vol. 27, no. 7, pp. 1121-1121, Jul. 2021, doi:
10.1038/s41591-021-01447-x.

[457] S.Mageit, “The European digital health revolution in the wake of COVID-19,” Healthcare IT News.
https://www.healthcareitnews.com/news/emea/european-digital-health-revolution-wake-covid-19
(accessed Sep. 08, 2022).

[458] K. Lam, A.D. Lu, Y. Shi, and K. E. Covinsky, “Assessing Telemedicine Unreadiness Among Older Adults
in the United States During the COVID-19 Pandemic,” JAMA Intern. Med., vol. 180, no. 10, pp. 1389-1391,
Oct. 2020, doi: 10.1001/JAMAINTERNMED.2020.2671.

[459] W.S. Carus, “A Short History of Biological Warfare: From Pre-History to the 21 st Century,” no.
December, p. 5, 2017.

[460] J. Guillemin, “Scientists and the history of biological weapons: A brief historical overview of the
development of biological weapons in the twentieth century,” EMBO Rep., vol. 7, no. SUPPL. 1, pp. 5-9,
2006, doi: 10.1038/sj.embor.7400689.

[461] A Cohen, E. Robenshtok, E. Rotman, and R. Sagi, “The history of biological warfare,” Harefuah, vol.
141 Spec N, pp. 7-12, 124, 2002, doi: 10.1038/sj.embor.embor849.

[462] World Health Organization, “Biological weapons.” https://www.who.int/health-topics/biological-
weapons#tab=tab_1 (accessed Sep. 12, 2022).

[463]  “Minimizing health risks at airports, ports and ground crossings.”
https://www.who.int/activities/minimizing-health-risks-at-airports-ports-and-ground-crossings (accessed
Sep. 12, 2022).

60



[464]  “Animal agrocrime and agroterrorism,” Interpol.
https://www.interpol.int/Crimes/Terrorism/Bioterrorism/Animal-agrocrime-and-agroterrorism (accessed
Sep. 12, 2022).

[465] M. J. Fagel and K. Hamilton, “Agroterrorism,” Cris. Manag. Emerg. Plan. Prep. Today’s Challenges, vol.
51, no. April, pp. 461-485, 2013, doi: 10.1201/b16072.

[466] J. A Lockwood, “Insects: tougher than anthrax,” The Boston Globe.
http://archive.boston.com/news/globe/ideas/articles/2007/10/21/insects_tougher_than_anthrax/ (accessed
Sep. 12, 2022).

[467]  “One Health,” World Health Organization. https://www.who.int/news-room/questions-and-
answers/item/one-health (accessed Sep. 12, 2022).

[468] E. GOmez-Gonzdlez and J. M. Navas, “COVID-19 may improve our CBRNE detection capabilities,” NCT
Mag.,, 2022, Accessed: Sep. 09, 2022. Available: https://nct-magazine.com/nct-magazine-june-2022/covid-
19-may-improve-our-cbrne-detection-capabilities.

[469] M. E. Kambouris, “Genomics in biosecurity : principles and applications of genomic technologies in
expanded biosecurity concepts”. Elsevier, 2021.

[470]  “What are the Ethical Concerns of Genome Editing?,” National human genome research institute.
https://www.genome.gov/about-genomics/policy-issues/Genome-Editing/ethical-concerns (accessed Sep.
08, 2022).

[471]  “What do People Think About Genome Editing?,” National human genome research institute.
https://www.genome.gov/about-genomics/policy-issues/Genome-Editing/public-opinion (accessed Sep. 08,
2022).

[472] M. P.de la Paz, “Autism spectrum disorders in the European Union (ASDEU),” asdeu, pp. 1-13, 2018.

[473] E.S. Lander et al,, “Initial sequencing and analysis of the human genome,” Nat. 2001 4096822, vol.
409, no. 6822, pp. 860-921, Feb. 2001, doi: 10.1038/35057062.

[474] S.Nurk et al,, “The complete sequence of a human genome,” Science (80-. )., vol. 376, no. 6588, pp.
44-53, Apr. 2022, doi: 10.1126/science.abj6987.

[475]  “What is a gene?” MedlinePlus. https://medlineplus.gov/genetics/understanding/basics/gene/
(accessed Sep. 08, 2022).

[476] “Definition of gene”, National Cancer Institute.
https://www.cancer.gov/publications/dictionaries/genetics-dictionary/def/gene (accessed Sep. 08, 2022).

[477]1 T. A. Brown, Genomes, Second. Oxford: Garland Science, 2002.

[478] C. Koch, “Does Brain Size Matter?,” Scientific American.
https://www.scientificamerican.com/article/does-brain-size-matterl/ (accessed Sep. 08, 2022).

[479] S.DeWeerdt, “How to map the brain,” Nature, vol. 571, no. 7766, pp. S6-58, Jul. 2019, doi:
10.1038/D41586-019-02208-0.

[480] E. Luders, H. Steinmetz, and L. Jancke, “Brain size and grey matter volume in the healthy human
brain,” Neuroreport, vol. 13, no. 17, pp. 2371-2374, 2002, doi: 10.1097/00001756-200212030-00040.

61


https://nct-magazine.com/nct-magazine-june-2022/covid-19-may-improve-our-cbrne-detection-capabilities
https://nct-magazine.com/nct-magazine-june-2022/covid-19-may-improve-our-cbrne-detection-capabilities

List of acronyms and abbreviations

Acronyms and abbreviations employed in this Report and related references are listed here. It is important to
note that some of them are also used -with the same or different meaning and expression- in other contexts
of science and technology, even in areas related to Medicine, Healthcare and Wellbeing.

Al

AR
ASD
BARDA
BCI

Artificial Intelligence

Augmented Reality

Autism Spectrum Disorder

Biomedical Advanced Research and Development Authority (of the USA)

Brain Computer Interfaces

CAD/CADx Computer Aided Diagnosis

CADe

Computer Aided Detection

CBRNE/CBRNe Chemical, biological, radioactive, nuclear and explosive (agents, devices, events). When the

CDC
CDSS
CoE
CNN

letter ‘e’ is written in lower case, it refers to improvised explosives (as opposed to military and
industrial ones).

Center for Disease Control (USA)
Clinical Decision Support System
Council of Europe

Convolutional Neural Networks

COVID-19 Coronavirus disease 2019

cT
CTPN
DIY
DL
DNA
DS
DTC
EC
ECDC
ED
HER
EU
EU-27
EUROPOL
FDA
GDPR
HCI
HERA
HR
ICT

Computed Tomography

Counter Terrorism Preparedness Network (international collaboration)
Do-It-Yourself

Deep Learning

Deoxyribonucleic acid

Decision Support

Direct-to-Consumer (genetic) test

European Commission

European Center for Disease Control (of the EU)

Emergency Department

Electronic Health Record

European Union

The 27 member countries of the EU (as economic group, for statistical purposes).
European Union Agency for Law Enforcement Cooperation

Food and Drug Administration (USA)

General Data Protection Regulation

Human-Computer Interaction/Interface

Health Emergency Response Authority (EU)

Human Rights

Information and Communication Technologies

62



ICU
IGS

Intensive Care Unit

Image Guided Surgery

INTERPOL International Criminal Police Organization

101

Intra-Operative Imaging (during a surgical procedure)
Intra-Operative (inside the OR, during the procedure)
Internet Of Things

Information and Telecommunications

Infodemic Information pandemic

IMDRF  International Medical Device Regulators Forum

JRC Joint Research Centre (of the European Commission)
(L)AWS  (Lethal) Autonomous Weapons System

ML Machine Learning

MR(1) Magnetic Resonance (Imaging)

NATO North Atlantic Treaty Organization

NCT Non-conventional threat

OR Operating Room

PCR Polymerase chain reaction (test)

PET Positron Emission Tomography

R&D Research and Development

R&D&I  Research and Development and Innovation

RBG Red, Blue, Green (color coding)

SaMD Software as a Medical Device

SAR/SR  Socially Assistive Robot, Social Robot

SARS-CoV-2 Synthetic acute respiratory syndrome coronavirus 2
SME Small and Medium Enterprise

SW Software

TAL Technology Availability Level

TRL Technology Readiness Level

UN United Nations

UNESCO United Nations Educational, Scientific and Cultural Organization
UNICRI  United Nations Interregional Crime and Justice Research Institute
USA United States of America

VR Virtual Reality

WHO World Health Organization

WIPO World International Patent Organization

WMA World Medical Association
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List of definitions

In the context of this Report, the terms listed as follows are to be understood as declared in this section. Their
definitions are quoted from the indicated references and links.

Agroterrorism

Animal
agrocrime

Big Data

Bioterrorism

CRISPR

Declaration of
Geneva

Deep Learning

Deoxyribonucle
ic acid

Digital Health

Subset of agrocrime, understood as terrorist attacks directed against crops and livestock, in
an effort to disrupt a population’s economy and food supply.

Reference: https://www.interpol.int/Crimes/Terrorism/Bioterrorism/Animal-agrocrime-and-
agroterrorism

Unlawful act or omission concerning animals or animal products that violates legislation,
and has negative consequences on animal health, animal welfare, public health, food safety,
food authenticity or national security.

Reference: https://www.interpol.int/Crimes/Terrorism/Bioterrorism/Animal-agrocrime-and-
agroterrorism

Digital data that, through its volume or complexity, surpasses human analytical abilities and
traditional data processing methods.

Reference: https://en.unesco.org/courier/2018-3/lexicon-artificial-intelligence and
https://en.wikipedia.org/wiki/Big data

Deliberate release of viruses, bacteria, toxins or other harmful agents to cause illness or
death in people, animals or plants.

Reference: https://www.interpolint/Crimes/Terrorism/Bioterrorism

Clustered Regularly Interspaced Short Palindromic Repeats. Set of techniques used to target
specific stretches of genetic code and to edit DNA at precise locations. Using CRISPR
techniques, it is possible to modify genes in living cells and organisms [by removing, adding,
or replacing DNA sequences]. CRISPR is considered as simpler, faster, cheaper, and more
accurate than older genome editing methods.

Reference: https://www.broadinstitute.org/what-broad/areas-focus/project-
spotlight/questions-and-answers-about-crispr and  https://www.genome.gov/about-
genomics/policy-issues/what-is-Genome-Editing

World Medical Association’s (WMA) policy adopted by the Second General Assembly in
Geneva in 1947. It builds on the principles of the Hippocratic Oath and remains as one of
the most consistent documents of the WMA. With only very few and careful revisions over
many decades, it safeguards the ethical principles of the medical profession, relatively
uninfluenced by zeitgeist and modernism’. The WMA furthers states that ‘the Oath should
not be read alone, but in parallel with the more specific and detailed policies of the WMA
especially the International Code of Medical Ethics, which followed the Declaration of
Geneva as early as 1948'’.

Reference: https://www.wma.net/what-we-do/medical-ethics/declaration-of-geneva/
https://www.wma.net/policies-post/wma-international-code-of-medical-ethics/

Machine learning technique based on neural networks and large scale data sets.

Hereditary material in humans and almost all other organisms. Nearly every cell in a
person’s body has the same DNA. Most DNA is located in the cell nucleus (where it is called
nuclear DNA), but a small amount of DNA can also be found in the mitochondria (where it is
called mitochondrial DNA or mtDNA).

Reference: https://medlineplus.gov/genetics/understanding/basics/dna/

Use of digital technologies in healthcare, including categories such as mobile health
(mHealth), health information technology, wearable devices, telehealth and telemedicine,
and personalized medicine. potential to improve the ability to Digital health technologies use
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Disinformation

eHealth

Genome

Genome (or
gene) editing

Germ line

Global Health
Ethics

Health

Hybrid threats

computing platforms, connectivity, software, and sensors for health care and related uses.
These technologies span a wide range of uses, from applications in general wellness to
applications as a medical device. They include technologies intended for use as a medical
product, in a medical product, as companion diagnostics, or as an adjunct to other medical
products (devices, drugs, and biologics). They may also be used to develop or study medical
products.

Reference: https://www.who.int/behealthy/digital-health ; https://www.fda.gov/medical-
devices/digital-health-center-excellence/what-digital-health

Information that is false and deliberately created to harm a person, social group,
organization or country.

Reference: https://en.unesco.org/fightfakenews

Use of information and communication technologies (ICT) for health.

Reference: https://www.who.int/ehealth/en/

Entire set of DNA instructions found in a cell. In humans, the genome consists of 23 pairs of
chromosomes located in the cell’s nucleus, as well as a small chromosome in the cell’s
mitochondria. A genome contains all the information needed for an individual to develop
and function ... The human genome contains about 3 billion nucleotides.

Reference: https://www.genome.gov/genetics-glossary/Genome

Method for changing the DNA of organisms, including plants, bacteria, and animals. Editing
DNA can lead to changes in physical traits, like eye color, and disease risk ... Genome editing
technologies ... act like scissors, cutting the DNA at a specific spot. Then scientists can
remove, add, or replace the DNA where it was cut.

Reference: https://www.genome.gov/about-genomics/policy-issues/what-is-Genome-Editing

Sex cells (eggs and sperm) that sexually reproducing organisms use to pass on their
genomes from one generation to the next (parents to offspring). Egg and sperm cells are
called germ cells, in contrast to the other cells of the body, which are called somatic cells.

Reference: https://www.genome.gov/genetics-glossary/germ-line

The Global Health Ethics Unit from the World Health Organization ‘provides a focal point for
the examination of ethical issues raised by activities throughout the Organization. The unit
also supports Member States in addressing ethical issues that arise in their own countries.
This includes a range of global bioethics topics; from public health surveillance to
developments in genomics, and from research with human beings to fair access to health
services’.

https://www.who.int/ethics/en/

As defined by the World Health Organization, Health is a state of complete physical, mental
and social well-being and not merely the absence of disease or infirmity.

The Universal Declaration of Human Rights states, in its 25th Article, that Everyone has the
right to a standard of living adequate for the health and well-being of himself and of his
family, including food, clothing, housing and medical care [...].

Reference: https://www.un.org/en/universal-declaration-human-rights/index.ntml

The World Health Organization Constitution was the first international instrument to
enshrine the enjoyment of the highest attainable standard of health as a fundamental right
of every human being (‘the right to health’).

Reference: https://www.who.int/en/news-room/fact-sheets/detail/human-rights-and-health

Metaphor that brings complexities and dilemmas related to a changing global environment
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Infodemic

In-silico

In-vitro

In-vivo

International
Medical Device
Regulators
Forum

Machine
Learning

Mal-
information

Medicine

Misinformation

to the fore. It is often used interchangeably with references to hybrid war, to capture the
interconnected nature of challenges (ie. ethnic conflict, terrorism, migration, and weak
institutions), multiplicity of actors involved (i.e. regular and irregular forces, criminal groups)
and diversity of conventional and unconventional means used (i.e. military, diplomatic,
technological).

Reference:
https://www.europarl.europa.eu/RegData/etudes/ATAG/2015/564355/EPRS ATA(2015)56435
5 EN.pdf

Or Information Epidemic. The spread of excessive, false, and misleading information on
COVID-19, causing reduced effectiveness of national response efforts, threatening lives and
livelihoods of populations, and encouraging risk-taking behaviors that can seriously harm
health and lead to mistrust in health authorities.

References: https://cdn.who.int/media/docs/librariesprovider2/country-sites/who-digital-
synthesis-doc v5a i.pdf?sfvrsn=1dc34e0 1&download=true

Medical, biological research performed on computer or via computer simulation, that is, ‘in
chips’, as opposed to being conducted in living organisms (in-vivo) or in a laboratory
environment outside living organisms (in-vitro).

Reference: https://en.wikipedia.org/wiki/ln_silico

Medical, biological research performed outside living organisms, that is, ‘within the glass’, in
a laboratory environment as opposed to being conducted in living organisms (in-vivo).

Reference: https://en.wikipedia.org/wiki/ln vitro

Medical, biological research performed in living organisms.

Reference: https://en.wikipedia.org/wiki/ln_vivo

Group of medical device regulators from around the world that have voluntarily come
together to harmonize the regulatory requirements for medical products that vary from
country to country. Their current members represent medical device regulatory authorities in
many countries. The European member is the European Commission Directorate-General for
Internal Market, Industry, Entrepreneurship and SMEs. The USA member is the Food and
Drug Administration. The World Health Organization is an Official Observer.

Reference: https://www.fda.gov/medical-devices/cdrh-international-programs/international-
medical-device-requlators-forum-imdrf

Machine Learning is a branch of artificial intelligence (Al) and computer science which
focuses on development of systems that are able to learn and adapt without following
explicit instructions imitating the way that humans learn, gradually improving its accuracy,
by using algorithms and statistical models to analyse and draw inferences from patterns in
data.

Reference: https://data.europa.eu/doi/10.2760/860665

Information that is based on reality, used to inflict harm on a person, social group,
organization or country.

Reference: https://en.unesco.org/fightfakenews

Science and practice of establishing the diagnosis, prognosis, treatment, and prevention of
disease. Medicine encompasses a variety of healthcare practices evolved to maintain and
restore health by the prevention and treatment of illness.

Reference: https://en.wikipedia.org/wiki/Medicine

Information that is false but not created with the intention of causing harm.
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Non-
conventional
threats

One Health

Social Impact
(of a
technology)

Software as a
Medical Device

Sustainable
Development
Goals

The Global
South

The Goal of
Health

The West

Reference: https://en.unesco.org/fightfakenews

Broad term to include threats to security of (mainly) non-military origin, such as climate
change, resource scarcity, infectious diseases, natural disasters, irregular migration, drug
trafficking, information security and transnational crime. It usually refers to chemical,
biological, radioactive, and nuclear (CBRN) agents and events, and it can also include
improvised explosives (CBRNe).

Reference: [15]

Integrated, unifying approach to balance and optimize the health of people, animals and the
environment. It is particularly important to prevent, predict, detect, and respond to global
health threats such as the COVID-19 pandemic. The approach mobilizes multiple sectors,
disciplines and communities at varying levels of society to work together. This way, new and
better ideas are developed that address root causes and create long-term, sustainable
solutions. One Health involves the public health, veterinary, public health and environmental
sectors. The One Health approach is particularly relevant for food and water safety,
nutrition, the control of zoonoses, pollution management, and combatting antimicrobial
resistance.

Reference: https://www.who.int/news-room/questions-and-answers/item/one-health

Risks, uncertainties, ethical dilemmas and other issues (besides economical, scientific or
technological impacts) that come together with technological innovations and may affect
the society at any level, from individuals to structured groups and states. The social impact
of a technology may influence -and even determine- its acceptance, rejection, or
modification.

References: [12]

The International Medical Device Regulators Forum (IMDRF) defines it as ‘software intended
to be used for one or more medical purposes that performs these purposes without being
part of a hardware medical device’. Use of Software as a Medical Device is continuing to
increase. It can be used across a broad range of technology platforms, including medical
device platforms, commercial ‘off-the-shelf’ platforms, and virtual networks, to name a few.
Such software was previously referred to by industry, international regulators, and health
care providers as ‘standalone software’, ‘medical device software’ and/or ‘health software’,
and can sometimes be confused with other types of software.

Reference: https://www.fda.gov/medical-devices/digital-health/software-medical-device-
samd

United Nations define them as the blueprint to achieve a better and more sustainable future
for all. They address the global challenges we face, including those related to poverty,
inequality, climate, environmental degradation, prosperity, and peace and justice. Health is
the Sustainable Goal number 3.

Reference: https://www.un.org/sustainabledevelopment/sustainable-development-goals/

Emerging term (used by the World Bank) to refer to countries located in Asia, Africa, Latin
America and the Caribbean and considered to have low and middle income. The Global
South is one half of the global North-South divide and does not necessarily refer to
geographical south. Most people in the Global South live within the Northern Hemisphere

Reference: https://en.wikipedia.org/wiki/Global South

Sustainable Goal number 3 of the United Nations needed to ensure healthy lives and
promote well-being for all at all ages.

Reference: https://www.un.org/sustainabledevelopment/health/

Emerging term used in analogy to The Global South by the World Bank. It refers to countries
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Universal
Health
Coverage

located in Europe, North America and other regions considered to have high income. The
West does not necessarily refer to geographical west.

One of the Sustainable Development Goals agreed by Member States of the United Nations
to try to achieve by 2030. UHC means that all individuals and communities receive the
health services they need without suffering financial hardship. It includes the full spectrum
of essential, quality health services, from health promotion to prevention, treatment,
rehabilitation, and palliative care.

Reference: https://www.who.int/news-room/fact-sheets/detail/universal-health-coverage-

(uhc)
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Annexes
Annex 1. The Big Data of the Human Body and Life
THE HUMAN GENOME

The Human Genome Project, initially released in 2000 [473] , estimated that humans have between 20000
and 25000 genes. The completed genome has been published in 2022 [474] . As summarized in [475] and
[476]:

— Genes constitute the functional units of heredity. They are specific sequences of DNA, packed (i.e.,
arranged one after another) in structures called chromosomes in the nucleus of cells. Genes contain the
information for producing proteins that generate physical attributes and particular functions of cells. Each
chromosome contains many genes.

— DNA is composed of four building blocks (chemical bases called nucleotides): adenine (A), guanine (G),
cytosine (C), and thymine (T), that attach to each other (A with T, and G with C) to form chemical bonds
called base pairs.

— DNA has two strands that twist into the shape of a spiral ladder called a helix. The nucleotides attach to
each other (A with T, and G with C) to form chemical bonds called base pairs (equivalent to the ladder’s
rungs), which connect the two DNA strands. Each base is also attached to a sugar molecule and a
phosphate molecule (equivalent to the sides of the ladder).

— The order of the sequence of the bases determines the information that it carries. Alleles are forms of
the same gene with small differences in their sequence of DNA bases.

— Each gene has from several hundreds of DNA bases to over 2 million bases. - Each human cell normally
contains 23 pairs of chromosomes (46 in total). Twenty-two of these pairs (called autosomes, numbered
by size) are the same in both males and females. The 23rd pair (called the sex chromosomes, identified
as X and Y) differ between males and females. Females have two copies of the X chromosome, while
males have one X and one Y chromosome.

— Every person has two copies of each gene, one inherited from each parent.

— Human DNA consists of about 3 billion bases. More than 99 percent of those bases are the same in all
people. These small differences contribute to each person’s unique physical features.

— Many unknowns remains related to the effects of the layers of biochemical regulation and about the
effects of the environment on the role and expression of genes (epigenomics) [477].

THE HUMAN BRAIN

The human brain is an organ with an average volume [478] [480] in (European descent) males of 1,274 cm3
and of 1,131 cm3 in females, corresponding to an approximate mass of about 1.3 kg (equivalent to around 3
pounds).

In June 2021, Google, the Lichtman laboratory at Harvard University and Connectomics, released the largest
dataset available mapping the human brain. Called the “HO1” dataset, it corresponds approximately to one
cubic millimeter of tissue and encompass about 183 trillions of annotated synapses.

To have an idea of the magnitude of the challenge of mapping the human brain and the extraordinary
potential of Al for it, it is interesting to note that in the same volume of mouse brain, there are about 4 km of
nerve fibers, and they could only be delineated from a extensive set of images using advanced Al tools for
pixel-by-pixel segmentation, just one year before the HO1 dataset, in 2019 [479] .

PROTEINS

Virtually all existing protein structures have been solved in 2022 [142] . This is a substantial milestone in
knowledge about living beings with an extraordinary potential for research and development in both ‘natural’
and ‘artificial’ (i.e., computational) biology and medicine.
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Online
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The portal dataeuropa.eu provides access to open datasets from the EU institutions, bodies and agencies. These can be
downloaded and reused for free, for both commercial and non-commercial purposes. The portal also provides access to a wealth
of datasets from European countries.
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